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Overview

Overview

Internet Services is a module that connects your FirstClass server
to the Internet and supports a wide variety of Internet protocols.
For an explanation of how Internet Services works and the
different Internet protocols supported, see Chapter 3, “Internet
Services concepts”.

Internet Services plays a key role in the FirstClass architecture,

as it is the module that acts as the gateway connecting the core

server (which is at the center of the FirstClass system) to the

Internet. For detailed information on the different protocols and

services Internet Services is responsible for, see Chapter 3,

“Internet Services concepts”. 1
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About this book

About this book
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Introduction

This document describes the responsibilities and activities of an
Internet Services administrator, including:

performing basic and advanced setup

understanding Internet Services works and Internet Services
concepts

clustering Internet Services

creating web sites and supporting different languages
customizing web sites

serving out FirstClass content to the web

filtering mail

enabling FTP, Java, CGI, and security certificates.

This book is partitioned into the following five sections:

Introduction

This section provides conceptual information about Internet
Services and the administrator’s role. This section also
provides requirements and instructions for installing Internet
Services components and forms and configuring and
customizing them to suit your needs.

Planning your Internet Services environment

This section provides information on features that help you
plan your Internet Services system, including browser
steering and clustering.

Creating your Internet Services environment

This section provides information for creating items on and
customizing your Internet Services system, including web
sites, CGIs, MIME types, and web content.

Maintaining your Internet Services environment

This section provides information for daily maintenance of
Internet Services, including understanding the Internet
Services console, Internet Services monitor, filters, and
security certificates.



Who should read this
book

What you should already
know

Documentation
conventions

Menu items

Variables

Overview

You might find it useful to follow along with the examples
provided. Keep in mind, the examples used are for illustrative
purposes only. While it should help you understand some of the
principles involved in setting up an Internet Services system, it
will not provide you with a fully developed system.

For information on setting up a FirstClass server on your system,
see FirstClass 7 Administrator’s Guide. For detailed how-to
descriptions of features and forms, see our online help.

This book is meant for FirstClass administrators responsible for
supporting Internet Services on either Mac® OS or Windows®
platforms.

You should be familiar with the capabilities and terminology of
your:

* FirstClass server

* FirstClass administrator’s Desktop

» FirstClass client software 1
* Mac OS or Windows operating system

 a general understanding of Internet protocols and Domain
Name System (DNS) servers.

You should also be familiar with basic Internet concepts. For
information on the Internet, it is recommended that you read
relevant materials.

We use certain documentation conventions for menu items and
variables in this guide.

Each level of menu items is separated by >. For example, the
Clear item under the Edit menu is shown as Edit > Clear.

Text in italics indicates arguments, variables, or other
information for which you must type your own value.

FirstClass 7 Internet Services Administrator's Guide 5
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New in this release
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resolving inbound HTML messages into the body of a
FirstClass message preventing auto opening of attachments

You can set one of three choices for this feature on the Text
Style tab on the Advanced Mail form (see "Advanced Mail" on
page 45 in Chapter 5, "Configuring Internet Services”).

Organizational Unit (OU) support

The impact of OU support in Internet Services is that it lets
you have two different domains for mail instead of having to
use a separate gateway. OUs are set on group forms in the
Groups folder on the administrator’s Desktop. For a discussion
of Organizational Units, how they work, and how to configure
them, see FirstClass 7 Administrator’s Guide.

enhanced Internet Services clustering

This feature lets you specify different Internet Services cluster
for outgoing SMTP mail (see Chapter 8, "Clustering Internet
Services to plan your system”).

self-serve pop sucking

This feature allows users to configure up to five Internet mail
accounts from the Messaging tab on their Preferences form,
see FirstClass 7 Administrator’s Guide. Self-serve pop sucking
provides users with:

» immediate updates to Internet mail account changes

« ability to choose a unique icon to identify the source of
the messages

new web authentication scheme

The new web authentication scheme provides:
* better security
* less chance of proxy caching
» improved logout functionality.

improved standard templates

The improved standard web templates provide:



Overview

» web users with a better interface and more functionality
similar to the FirstClass client, for example, sorting and
calendaring

 greater support for all web browsers.

For information on customizing web templates, see Chapter 13,
“Creating custom templates” and our online help.

» improved mobile templates for handheld users

FirstClass 7 Internet Services Administrator's Guide 7
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Administrator tasks

Administrator tasks

As the FirstClass administrator for your organization, you are
responsible for many tasks. For server administrator tasks, see
FirstClass 7 Administrator’s Guide. In this chapter, we outline
your responsibilities and categorize them by stages. In
subsequent chapters, we expand on these responsibilities.

Your responsibilities as Internet Services administrator

Installing and
configuring your
environment

The icons on the administrator’s Desktop represent most of the
functions you will perform in your FirstClass system. However,
there are other responsibilities not represented by those icons.

As the Internet Services administrator, your ongoing
responsibilities fall into these categories:

« installing and configuring Internet Services and its required
components

 planning your Internet Services environment
* creating your Internet Services environment

¢ maintaining your Internet Services environment.

Installing and configuring Internet Services involves:

« installing the FirstClass Internet Services module, as
described in Chapter 4, “Installing Internet Services”

 configuring FirstClass Internet Services, as described in
Chapter 5, “Configuring Internet Services”.

At this point, you should have Internet Services installed on your
system and be able to log in.

FirstClass 7 Internet Services Administrator's Guide 9




Your responsibilities as Internet Services administrator

Planning your
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Creating your
environment
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Introduction

Planning is the most important stage before creating your
FirstClass environment. Equally, before creating your Internet
Services environment, you should establish the setup that you
want to achieve. When planning, remember that although
Internet Services is a separate module in the FirstClass
architecture, it does not act independently. FirstClass Server and
Internet Services are strongly interdependent, so what you
create in Internet Services may have an impact on the FirstClass
server. The same holds true in the reverse situation. For
information on planning and creating your FirstClass Server
environment, see FirstClass 7 Administrator’s Guide.

Planning your Internet Services environment involves these
main tasks:

 planning your users’ FirstClass web site experience, as
described in Chapter 7, “Planning your system”

» coding the HeaderMatch document to steer different users to
your site(s), as described in Chapter 7, “Using the
HeaderMatch document to plan your system”

« clustering Internet Services to separate protocols and
domains, as described in Chapter 8, “Clustering Internet
Services to plan your system”.

After planning your Internet Services environment, the next step
is to create it. Creating your Internet Services environment
involves these tasks:

* creating single or multiple web sites on your FirstClass
system, as described in Chapter 10, “Creating your web sites”

» understanding and configuring the Multiple Sites and
Languages form, as described in Chapter 9, “Using the
Multiple Sites & Languages form”

 customizing your web user interface, as described in
Chapter 11, “Customizing your web user’s interface”

» publishing web site content, as described in Chapter 12,
“Publishing content to the web”



Administrator tasks

 customizing templates, as described in Chapter 13, “Creating
custom templates”

 configuring the Aliases document, as described in Chapter 15,
“Creating and editing the Aliases document”

* creating CGI applications for your system, as described in
Chapter 14, “Creating CGIs”

» working with the Java and FTP folders, as described in
Chapter 17, “Using the Java and FTP folders”.

Maintaining your After you have planned and created your Internet Services

environment environment, you need to maintain your system and provide
some level of security. Maintaining and securing your Internet
Services environment involves these tasks:

» understanding the Internet Services console and available
pull down menus, as described in Chapter 18, “Understanding
the Internet Services console”

 reading the information contained on the Internet Monitor, as 2
described in Chapter 18, “Monitoring your system”

e managing your Internet Services system security, as described
in Chapter 19, “Managing system security”.

FirstClass 7 Internet Services Administrator's Guide 11
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Internet Services concepts

Internet Services concepts

Before you can begin working as an Internet Services
administrator, there are certain concepts you must understand.
In this chapter, we discuss:

» Internet Services and FirstClass server interaction
« Internet Services protocols
* domains and Internet Protocol (IP) addresses

* gateways.

Understanding how Internet Services and FirstClass
server work together

Internet Services converts data from FirstClass format, FirstClass
protocol (FCP), into the appropriate Internet format and sends
it out to the Internet. In turn, Internet Services takes incoming
information from the Internet and converts it back into FCP. All
FirstClass content can be sent out to the Internet including
messages, conferences, documents, server-parsed files, and web
pages. FCP is the language the FirstClass server speaks and is
used to access the core services of FirstClass. FCP can be thought
of as the glue that connects FirstClass clients, gateways, and core
servers together.

Internet Services bi-directionally translates FirstClass formatted
data from the server into the appropriate protocol for the
Internet and back again. The diagram below shows this
relationship:

Intemet
FirstClass protocol Internet protocols

FirstClass Server

FCP i
-+ {ECP) # Internet Services +————»
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Understanding how Internet Services and FirstClass server work together

Let’s use an analogy to explain the role of Internet Services. You
can think of a FirstClass system as a United Nations (UN),
meeting, where Internet Services acts as a team of UN
translators. The FirstClass server represents the UN speaker
standing on a podium giving a speech in one language to
delegates speaking different languages. This speech must be
translated into several different languages that each delegate
can understand. In turn, if the delegates respond, their
respective languages must be translated back to the speaker into
the one language he understands. This is handled by Internet
Services. The graphic below shows this interaction.

Internet Services Protocol handling

Intemet

©
Team of translators SMTP protocol o,/ GM TP
{Internet Services) delegate 4—’?
& f

Just as the team of translators must make sure languages are
translated between the UN speaker and the delegates, so must
Internet Services make sure data is translated between the
Internet and the FirstClass server.

You can think of the multiple languages as different Internet
protocols. For information on Internet protocols, see Chapter 3,
"Internet Services concepts”. These protocols must be translated
into the one language the server understands (FCP). Internet
Services must then translate FCP back into Internet-friendly
protocols. The traffic moves in both directions simultaneously,
and many conversations can occur at once. There is no place to

14 Introduction



Understanding Internet Services protocols

Gateway services

(lient services

Directory services

store missed conversation, so it is important for everything to get
translated on the fly. The translation must happen quickly,
accurately, and without fail.

Internet Services concepts

Although Internet Services is implemented as a single protocol
module, it is actually comprised of a series of protocol services:
gateway, client, and Directory.

Gateway services moves bulk content in and out of FirstClass
using:

Simple Mail Transfer Protocol (SMTP)

Network News Transfer Protocol (NNTP)

Internet Mail Application Protocol (IMAP4)

Post Office Protocol 3 (POP3) importer

Hyper Text Transfer Protocol (HTTP) for web servers. 3

Client services renders post office content to alternative clients
using:

HTTP

File Transfer Protocol (FTP)

POP3 client

Internet Mail Application Protocol (IMAP4).

Directory services renders Directory content to alternate clients
using:

Finger

Lightweight Directory Access Protocol (LDAP).

Using Gateway, Client, and Directory services, Internet Services
expands the server's functionality to encompass popular Internet
protocols.

FirstClass 7 Internet Services Administrator's Guide 15
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e HTTP

HTTP is the underlying protocol used by the World Wide Web
(WWW). HTTP defines how messages are formatted and
transmitted, and what actions web servers and browsers
should take in response to various commands. For example,
when you enter a URL in your browser, this actually sends an
HTTP command to the web server directing it to fetch and
transmit the requested web page.

SMTP

SMTP is a protocol for sending email messages between
servers. Most email systems that send mail over the Internet
use SMTP to send messages from one server to another; the
messages can then be retrieved with an email client, such as
FirstClass, POP3 or IMAP4. In addition, SMTP is generally
used to send messages from a mail client to a mail server. This
is why you need to specify both the POP or IMAP server and
the SMTP server when you configure your email application.

POP3

POP is a protocol used to retrieve email from a mail server.
Most email applications use the POP protocol.

IMAP4

IMAP is a protocol used for retrieving email messages. The
latest version, IMAP4, is similar to POP3 but supports some
additional features. For example, with IMAP4, you can search
through your email messages for keywords while the
messages are still on the mail server. You can then choose
which messages to download to your machine.

FTP

FTP is a protocol used on the Internet for sending files. Many
organizations have a designated FTP server used only for
uploading and downloading files for their users.

Lightweight Directory Access Protocol (LDAP)

LDAP is a set of protocols for accessing information directories
and supports TCP/IP, which is necessary for any type of
Internet access.



Internet Services concepts

» Finger

Finger is a UNIX program that takes an email address as input
and returns information about the user who owns that email
address. On some systems, finger only reports whether the
user is currently logged on. Other systems return additional
information, such as the user's full name, address, and
telephone number, which the user must first enter.

Understanding domain names and IP addresses

You can think of domain names as the user-friendly form of an
IP address. Users find it easier to remember addresses such as,
www.huskyplanes.com as opposed to numbers, such as
192.166.0.0. A domain name identifies one or more IP
addresses. An IP address is a unique number that identifies any
machine, for example, your mail server, web server, FTP server
(if any), and end user computers.

If you are using Windows, you can define multiple IP addresses

(that is, you can define multiple servers) on your network 3
interface card (NIC). If you choose not to define multiple IP

addresses, you should list the IP address on the Multiple Sites &
Languages form for your default domain only and leave IP

address blank on the other rows (see Chapter 9, “Using the

Multiple Sites & Languages form”). You can also register

multiple domain names and point them to one IP address (see

Chapter 10, “Creating your web sites”).

Domain names are used in both URLs and email addresses to
identify particular web pages and email recipients respectively.
For example, the Husky Planes web site address is
www.huskyplanes.com. The whole domain name in this address
is huskyplanes.com and represents one IP address, 192.166.0.0.
Roy Allen’s email address on Husky Planes is
roy_allen@huskyplanes.com. Again the domain name is
huskyplanes.com. In the case of the email address, roy_allen
signifies the recipient’s unique name.

Note Each name in an email address must be unique to
each user on your system. Otherwise, you may find

FirstClass 7 Internet Services Administrator's Guide 17



Understanding the role of the DNS server

your server unable to distinguish between two
recipients and, thus, unable to properly deliver
mail.

Every domain name has a suffix that indicates which top level
domain (TLD) it belongs to. There are only a limited number of
such domains. For example:

* gov — Government agencies
 edu - Educational institutions
 org — Organizations (nonprofit)

and others.

Understanding the role of the DNS server

18
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Because the web servers work with IP addresses and not domain
names, every system requires a separate Domain Name System
(DNS) server. This server tells a web or mail server where to
deliver messages by translating domain addresses into IP
addresses and verifying that both are the same.

Generally, when a FirstClass user sends an email message to a
recipient (either inside or outside of a FirstClass system),
Internet Services sends it out using the SMTP protocol. This
message then finds its way to the recipient’s machine through
the recipient’s mail server, where the recipient’s system performs
its own DNS server verification on the email address and then
delivers it to the recipient. DNS servers keep a list of all
registered domain names and corresponding IP addresses
worldwide.

Let’s take a look at the path of an email sent by Husky Planes
employee Roy Allen:



DNS server role

Internet Services concepts

Husky Planes p  Husky Planes Internet - Avalon Academy a| Avvalon Academy
Firstlass server Internet services Step 3 Internet services Firstlass server
Step 2 Step 4
Step 1 f, 5| Step 5
= Huslyr Planes Avalon Academy @
E DN server D3 server 03
h 4

Roy Allen’s
client maching

At Jones
client machine
Note All of the steps in the above diagram may not
always occur, depending on how your server and
network are configured to handle mail. For

example, you may not have reverse DNS enabled
for your system.

In this example, Roy Allen sends an email message from his
client machine to his friend Ann Jones at Avalon Academy. In
Step 1, this message goes to the FirstClass server, where it is
then handed over to Internet Services.

In Step 2, Internet Services queries Husky Plane’s DNS server as
to which outside server it must send the message (DNS lookup).
The DNS server then matches the domain name in the email
address (avalon.com) to the IP address of the recipient’s server.
If an IP address is correctly matched with the domain name of
the email address, this information is sent back to Internet
Services, which then promptly sends out the message (this is
Step 3).

The message, now on its way to Ann Jones at Avalon Academy,
will have to go through a similar process but in reverse. In Step
4, Avalon Academy’s Internet Services queries its DNS server as
to which server the message came from. Avalon Academy’s
server then sends the message to Ann Jones’ client machine.

The same process occurs when a user enters a web site address
(for example, www.huskyplanes.com).

FirstClass 7 Internet Services Administrator's Guide 19
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Understanding gateways
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Gateways are a bridge between your system and other devices or
systems. There are two major types of gateways: server-to-server
and third-party. The purpose of either gateway is to transfer
mail, conference content, and Directory information to another
messaging server. Server-to-server gateways connect two
FirstClass systems directly, while third-party gateways allow
FirstClass servers to exchange mail and synchronize directories
with foreign mail systems. For a complete explanation of
gateways and creating gateways, see FirstClass 7 Administrator’s
Guide.



Windows

System requirements

Installing FirstClass
Internet Services

Mac OS

System requirements

Installing FirstClass
Internet Services

Installing Internet Services

Installing Internet Services

This chapter describes the system requirements and installation
procedures for Internet Services.

You can install Internet Services on Microsoft® Windows 95, 98,
NT, and Windows® 2000.

Note Although Internet Services can be run on Microsoft
Windows 95 and 98, we do not recommend it.
Microsoft Windows NT and Windows® 2000 is
preferable, especially for systems with large
Internet Services traffic.

For Internet Services system requirements for Windows, see
FirstClass 7 Administrator’s Guide.

For Internet Services installation instructions for Windows, see
FirstClass 7 Administrator’s Guide.

You can install Internet Services on Mac OS 8.x and 9.x.

For Internet Services system requirements for Mac OS, see
FirstClass 7 Administrator’s Guide.

For Internet Services installation instructions for Mac OS, see
FirstClass 7 Administrator’s Guide.

FirstClass 7 Internet Services Administrator's Guide 21
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Configuring Internet Services

Configuring Internet Services

As a FirstClass administrator, you must configure several forms
before you can properly run Internet Services. In this chapter,
we will discuss how to enter information in:

 Basic Internet Setup forms
» Internet Services account form schedule

 advanced forms (if required).

Note All form fields and tabs may not be described. For
descriptions of all the fields on these and other
forms, see our online help.

Basic Internet setup

Most administrators with standard running sites only configure
the Basic Internet Setup form.

Basic Internet Setup forms

You must complete the Basic Internet Setup form to enable the
various Internet protocols. The form may seem large, but you
only have to complete those sections that are important to you.
For instance, if you don’t intend to poll for newsgroups, you
need not complete the News tab. In this section, we’ll walk
through the Husky Planes setup. For a complete description of
all fields on the Basic Internet Setup form, see our online help.

FirstClass 7 Internet Services Administrator's Guide 23
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Basic Internet Setup - General

Introduction

asic Internet Setup

Pritnary domain naime:
huskyplanes.com

Primary DS
198.166.0.0

Postmaster name:
Administrator

File Edit Format Message Collaborate ‘iew Admin  Help

These tabs contain all the Internet setup information that you will normally need to supply.
Unless wou have an unusual Internet configuration, wou can ignore the other Internet forms.

General | Connection | Mail | fews | wieh & FTP | Directory | UCEfSpam | Service |

Uze this tab to specify general Intermnet Senices settings.

Start Internet Services automatically

The domain name your sener uses
for outgoing mail

Example: centrinity.com

The IP address of vour DNS sener
Example: 127.0.0.1

The name of the user responsible
forInternet Senvices

Starts Internet Senvices whenewer
you start the sener

Cancel | ok I

On this tab, we provide some general information:

Primary domain name

Primary DNS

huskyplanes.com. This is the address
for our company. When we send
Internet mail to people, our address
will be in the format
user@huskyplanes.com.

198.166.0.0. Husky Planes maintains
its own DNS machine and we enter
its IP address in this field. If you use
your ISP’s DNS, you’ll need to get
this address from them. If you have
more than one DNS machine
available, you will need to add those
addresses on the Advanced DNS
form.



Postmaster name

Start Internet Services
automatically

Configuring Internet Services

webadmin. We want all email
directed to
postmaster@huskyplanes.com to go
to an account we have created for
user webadmin. We’ve done this
rather than using administrator
because we want to separate Internet
and server administration duties.

We've selected this because we
always want Internet Services
running and we have installed it on
the same machine as FirstClass
server.

If the server and Internet Services are
installed on separate machines, you
cannot select this feature. This is
because the FirstClass server cannot
control another machine.

Also, if you run FirstClass server as a
Windows NT service, it will not 5
automatically start Internet Services.

For details about running FirstClass
server as a Windows NT service, see
FirstClass 7 Administrator’s Guide.
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Basic Internet Setup
File Edit Format Message Collaborate ‘iew Admin  Help

These tabs contain all the Internet setup information that you will normally need to supply.
Unless wou have an unusual Internet configuration, wou can ignore the other Internet forms.

General Connection |wai | Mews | tieh & FTP | Directory | UCE/Spam | Service |
Uze this tab to zet up the Internet connection.

Internet connection
& Continucus Choo.se Contlnuo.us ifyou have a
full-time connection to the

Internet

= Intermittent or dislup

For intermittent or dialup connections
Enable "Route through one
H | Routing... senve on the Routing tab

Schedule Wiew or update scheduling for
this connection

Cancel | ok I

On this tab, we indicate how we connect to the Internet. Husky
Planes has a continuous Internet connection, so all we need to
do is select Continuous. We will need to set some scheduling
information, but we’ll deal with that in “Setting the Internet
Services connection schedule” on page 40. We'll discuss dial-up
connections in “Configuring a dialup connection” on page 43.
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Basic Internet Setup - Mail

Basic Internet Setup

File Edit Format Message Collaborate ‘iew Admin  Help

These tabs contain all the Internet setup information that you will normally need to supply.
Unless wou have an ynusual Internet configuration, wou can ignore the other Internet forms.

Gereral | Connection  Mail ]News]Web&FTP Directary UCEISpam]Service]

Uze this tab to zet up the mail protocal.

SMTP server domain name:
mail huskyplanes com Example: mail.centrinity.cam

« Enahle POP3

« Enahle hAP4

. - — The maximum number of

Max outgaing mai: |3 ﬂ simultaneous outgoing messages

Mail server:
The name of the mail senver to
connect to for POP3 message
imperting if none isspecified in a
users information

Example: mail.centrinity.com

Wiews or update adwanced mail
Advanced... settings. Mormally, you will not

have to change these settings.

Cancel | ok I

On this tab, we set basic Internet email settings. You only have
to do this if you want Internet email.

Enable SMTP Yes, we want to send email using this
protocol. Mail will be delivered using the
SMTP delivery protocol.

SMTP server mail.huskyplanes.com. This name resolves

domain name to the IP address of the computer that
Internet Services is installed on. We have
registered it in the DNS.

Enable POP3 Yes, we want to allow users to retrieve
email using this protocol. This means our
users will be able to log in using a POP3
mail client, like Eudora, and retrieve their
email.
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Enable IMAP4

Max outgoing
mail

Mail server

Yes, we want to allow users to retrieve
email and access their Desktops using this
protocol. This means our users will be able
to log in using an IMAP4 client, like
Outlook Express, and retrieve their email.
For more information about logging in
with an IMAP4 client, see our online help.

10. We picked this number as being large
enough to maintain significant mail flow
but not so large as to cause memory
problems. You may want to adjust this
number if you notice mail overflow or low
memory problems on your system. You can
monitor your mail status on the Internet
Monitor. For a full description, see
Chapter 18, "Monitoring your system".

mail.isp.com. Internet Services can import
mail from user Mailboxes on other systems
using POP3. This field sets the default mail
host to contact for this purpose.

You would configure this field if all of your
users had email accounts with an outside
mail server. This way, you don’t have to
enter the mail host in Mail server on the
Mailbox import form for each user. For a
description of our Mailbox import form,
see our online help.
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®© Basic Internet Setup

File Edit Format Message Collaborate ‘iew Admin  Help

These tabs contain all the Internet setup information that you will normally need to supply.
Unless wou hawve an unusual Internet configuration, wou can ignore the other Internet forms.

General Connedion]hﬂail Mews ek & FTP | Directory UCEISpam]Service]

Uze this tab to zet up the news protocol.

« Enahle NNTP
MMTF server domain name:

new s huskyplanes .com Example: news. centrinity.com

MNTP feed server:
news_igp_com' The name of the sarver that provides
your news feed

Aclvanced... “iew or update advanced news

settings. Mormally, wou will not have
to change these settings.

Cancel | ok I

On this tab, we set basic Internet news settings. You should only
do this if you want to receive newsgroups.

Enable NNTP Yes, we want to receive newsgroups.

NNTP server domain This name resolves to the IP address of

hame the computer Internet Services is
installed on. We have registered it in
the DNS.

NNTP feed server

news.isp.com. This is the name of the
news server your Internet Service
Provider (ISP) owns. If you don’t
maintain your own news server, you
will need to arrange with your ISP
which newsgroups they send to you.
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Basic Internet Setup - Web & FTP

Basic Internet Setup

File Edit Format Message Collaborate ‘iew Admin  Help

These tabs contain all the Internet setup information that you will normally need to supply.
Unless wou have an unusual Internet configuration, wou can ignore the other Internet forms.

Gereral Connecﬁon] Ml ] Mews Web & FTP lDirec‘tory UCEISpam] Service]
Uze this tab to zet upweb and FTP protocols.

«~ Enable HTTP
HTTF zerver domain name:

ey huskyplanes .com Example: vanw. centrinity.cam
« Enahle FTR
FTP zerver domain name:
ftp huskyplanes.com Example: ftp.centrinity.com
@ hiuttiple Sites ... Set up multiple web sites on this
sancer, or multiple languages on a
web site.
Wiew or update adwanced web and
Addvanced..
= FTF settings. Normally, wou will not

hawe to change these settings.

Cancel | ok I

On this tab, we set up the HTTP protocol (allowing people to
access our web site with their web browsers) and the FTP
protocol (allowing people to download files from our web site).

Enable HTTP Selected. Yes, we want to create
a web site and have people
access it.

HTTP server domain name www.huskyplanes.com. This

name resolves to the IP address
of the computer Internet
Services is installed on. We have
registered it in the DNS.

Enable FTP Yes, we want users to be able to
download files using an FTP
client. For information on the
FTP folder, see Chapter 17,
"Using the Java and FTP
folders".
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Basic Internet Setup - Directory
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FTP server domain name ftp.huskyplanes.com. This name

resolves to the IP address of the
computer Internet Services is
installed on. We have registered
it in the DNS.

Multiple sites Click the form where you set up

and enable multiple sites on
your web server. See Chapter 9,
"Using the Multiple Sites &
Languages form".

“ Basic Internet Setup @

File Edit Format Message Collaborate View Admin  Help

These tabs contain all the Internet setup information that you will normally need to supply.
Unless wou hawve an unusual Internet configuration, you can ignore the other Internet forms.

General | Connection | Mai | Mews | thish & FTP Directory | UCESpam | Service |
Uze thistab to enable Finger and LDAP protocols.

~ Enahle LDAP

View or update adwanced Dire ctony

Advanced... settings. Configure automatic
aliases and inbound mail
addressing on this form.

Cancel | oK I

On this tab, you enable Directory filtering to control the
exposure of users’ email addresses through Finger or LDAP

clients. On Husky Planes, we have disabled the Finger protocol
but allowed LDAP lookup on our system.
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®© Basic Internet Setup

File Edit Format Message Collaborate ‘iew Admin  Help

These tabs contain all the Internet setup information that you will normally need to supply.
Unless wou have an unusual Internet configuration, wou can ignore the other Internet forms.

Gereral Connecﬁon] Ml ] Mews ] Weh & FTP | Directory UCESSpam ]Service]
Uze this tab to zet up rules for handling junk mail.

SMTP message relay

{~ Do not relay messages

{* Relay mezzages from domains served by this system’

{~ Relay all messages

Fittering
.~ Reject bazed on Fiters Rejects messages from anyone
listed in Filters
Reject hazed on domain name Rejects messages from any [P
address that is unknown to the senver
Reject connections bazed on Fitters Rejects connections from any [P
address listed in Filters
MMTP crossposting limit: 10 #l*] The maximum number of

newsgroups to which a meszage can
be crossposted

Cancel | ok I

On this tab, we deal with the problem of SPAM, or unsolicited
email.

Depending on your system security needs, there are different
options you can choose. The first set of relay options takes the
form of a radio button group labeled "SMTP message relay"
which work as follows:

+ Do not relay messages

This is an excellent choice (coupled with the Reject based on
domain name, see page 33) as it prevents all message relaying
except in cases where ’trusted’ IP addresses override it. If you
do not relay mail for other mail servers (for example, act as
the Internet contact point for a group of internal SMTP
servers) you should choose this option. This option can also be
used if you support POP3 users.

* Relay messages from domains served by this system

This option allows relaying to occur but only for messages
from people whose domain name is served by your system.
This choice is not highly secure, since SPAMmers can hide
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who they are during the SMTP conversation, but this can be
effective when used in combination with "Reject based on
domain name".

Relay all messages

This is a very dangerous choice, and should only be used if
your server is secure within a solid firewall.

There are also three checkboxes on this form that can affect mail
relaying:

Reject based on Filters

This option activates the files in the Internet Services >Filters
folder. This folder can be used to specify email addresses,
domain names, and IP addresses or masks that should be
explicitly treated as either SPAMmers or 'trusted’ addresses.
For information on the Filters folder, see Chapter 19,
"Managing system security".

Reject based on domain name

This option causes Internet Services to reject all mail from
sites whose IP address cannot be resolved to a domain name. 5

Reject connections based on Filters

This option disallows connections from any IP address listed
in the files in your Filters folder.

To set up how your server relays messages from someone not
using FirstClass, choose one of these options:

Do not relay We left this cleared because we have

messages other domains served by the Husky
Planes server. However, if you do not
have other domains on your server, this
is the best choice.

Relaymessagesfrom  We chose this option because we have

domains served by other domains served by the Husky

this system Planes server and we wanted the mail
relayed for users at those sites. For
example, www.fr.huskyplanes.com.
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Relay all messages

We left this unchecked because we are
concerned about junk mail being relayed
through the Husky Planes system
without our consent.

To set up how your server filters messages from someone not

using FirstClass, choose one of these options:

Reject based on junk
mail list

Reject based on
domain name

Reject connections

based on junk list

NNTP crossposting
limit

We worry about people sending our
users junk mail, so we filter the mail on
a per domain basis using a junk mail list
in the Filters folder. For information on
filtering, see Chapter 17, "Using the Java
and FTP folders".

We did not choose this option as it would
slow down our system. Also, we don’t
want to run the risk of rejecting mail
from legitimate sites.

We did not choose this option because
we don’t want to outright reject
connections from other sites. Since this
option does not allow sites listed in the
junk mail list to even connect to your
site, it reduces the traffic and session
totals on your system.

10. We chose ten as the maximum
number of crosspostings to newsgroups
for any news item.
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Basic Internet Setup - Service

Basic Internet Setup

File Edit Format Message Collaborate ‘iew Admin  Help

These tabs contain all the Internet setup information that you will normally need to supply.
Unless wou have an unusual Internet configuration, wou can ignore the other Internet forms.

Gereral | Cornection | Mail | Mews | wieb & FTP | Directory | UCE/Spam  Service

Use thiz tab to specify additional Internet Senvices zettings.
Service account: Irﬂerneﬂ The name of your Senvice account

Internet Services priority
The priority of Intemet Sendces opearations on this machine

ol High Intermet Senices is running on a
dedicated machine

€& Medium The senver and Intemnet Senices
are running on the zame machine

 Loww Other sofhware iz running on the
Internet Senvices machine.
Significantly reduces performance

Irternet sessions: |30 ﬂ The maximum number of incoming
Intemet protocol connections that
Internet Senices will accept

| Configure. .. Wiew or update the settings for the
Internet account

Cancel | ok I

On this tab, we configure additional Internet Services settings.

Service account Internet. The name of the gateway
service.

This name must match the name on the
gateway form in order for the gateway
to connect to the server.

Internet Services Medium. We selected Medium because

priority we have Internet Services and
FirstClass server installed on the same
single processor machine. If they were
installed on different computers or on a
single multiprocessor computer, we
would choose High. If you have other
software running on the Internet
Services machine, you would choose
Low.
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Internet sessions 30. Basically, we are estimating the
number of concurrent users of Internet
protocols. Each of these sessions has the
potential to occupy one server network
session (see FirstClass 7 Administrator’s
Guide). Since Internet Services uses
caching, the actual number of sessions
used may be less than the number of
requests. For information on checking
your session load, see Chapter 18,
"Monitoring your system".

Configuring the Internet gateway form

The Main tab on the Internet gateway form holds general
information about your account and Directory synchronization.
In order for the gateway to connect to the server, the name
entered in Service name must match the gateway name entered
in Service account on the Basic Internet Setup - Service tab.

Note In a clustered Internet Services environment, you
will have multiple instances of this form each with
a different configuration as per your service. See
Chapter 8, “Clustering Internet Services to plan
your system”.
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Internet Gateways form
. Internet E|E|@

htain ]Scheduling ] Directary ]

Use this tab to set up a connection to vour Internet Service Provider, and

enable Directony synchronization in multisite environments.
A | Directory information

Service Name: Internet| Access Directory inform ation
and zet the incoming
pasanord for this senwice

Service account number: 1000000000

LEISIE Hides thi et " @ | Permissions. ..

E I d th 'ﬁéé ldes 1= senfice from other
HELIRE Ihis Serce sites Limit access to this senvice
" . Y Used when calculating the cost
Routing cost:  |[Standard — $) =) ol & s
£ | Scheduls on Close
Schedule the serice after
wou ol ose thiz form
Cancel
Ok |
Setting the Internet You must set the Internet Services gateway password so 5
Services password

Directory services can work properly. By default, the password
is blank so, for security reasons, we recommend you enter a
password immediately.

Note The password you set on the Internet gateway form
must be the same as the one set in the InetSvcs.fc
settings file (see Chapter 6, “Starting Internet
Services and logging in”).

To set the Internet Services password:

1. Click Directory on the Internet gateway form in the
Gateways folder on the administrator’s Desktop.

2. Enter the password you want to use to log into Internet
Services. After you have entered your information, click OK
to save your settings:
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Internet

Internet gateway form

Services and

FirstClass Server

resident
machine

38
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©- 1000000000 9[(=1t3)

File Edit Format Message Collaborate ‘Wiew Admin  Help

oy Gateway Directory Information Rézumé Desktop

User IO 1000000000

Last name: Internet

wWhere: O [-D-]

Last logged in: 342272002 8:01:15 AM
Pazzward: expo

Domain name:

Commernts:

== Privileges

Groups: 2= Other Sites Unlisted
@ User Limits
Craily time limit: Default # ™| minutes

>| minutes
Cancel | Ok |

Session inactivity limit:

If Internet Services is installed on the same machine as FirstClass
server, you can either connect with a local connection (default)
or with a TCP/IP connection. If you connect locally, you don’t
need to modify the settings. If you connect with TCP/IP, you
must enter the IP address of your server machine.

Note It is strongly recommended that you use the TCP
connection method, as it is more reliable than
connecting locally.



Internet Service Setup local

Internet Services and
FirstClassserverresident
on separate machines

Configuring Internet Services

B Service Setup E|§|@

&
5?3/’ Connect via: |LOCAL FCP >| Configure...
@ User ID: 4000000000

Pazsword,

Log in as guest
Log in automatically
Retry login: |0 #] times Retry delay: |0 _#| seconds

\g Fillin if service is accessible via the network
Server: [
Metwark:

35 Fillin it service is accessible via modem ar ISDN
% Phone #:

Clears all nonconnection resources fram Fluzh Cache
your settings file
Cancel | Save |

After you have entered your information, click Save.

If Internet Services is installed on a different machine from
FirstClass server, you must connect using TCP/IP and enter the
IP address of your server machine. This tells Internet Services
where the FirstClass server is, enabling communication between
machines.
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Internet Service Setup TCP/IP

B Service Setup E|§|@

ggg Connect via: | TCP-IPFCP >| Configure...

@ User ID: 4000000000
Fren

Pazsword:

Log in as guest
Log in automatically
Retry login: |0 #] times Retry delay: |0 _#| seconds

\g Fillin if service is accessible via the network
Server: 195.165.000.000
Metwark:

35 Fillin it service is accessible via modem ar ISDN
% Phone #:

Clears all nonconnection resources fram Fluzh Cache
your settings file
Cancel | Save |

After you have entered your information, click Save.

Setting the Internet Services connection schedule

Setting the Scheduling

tab

40
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Now that we have gone through a basic setup, we need to
configure the Internet Services connection schedule. You can
open this form in one of two ways:

* by logging in as the administrator and opening the Internet
form in the Gateways folder on the administrator’s Desktop

* by clicking Configure on the Basic Internet Setup Service tab.

The Time A and Time B subtabs control incoming email (POP3),
news (NNTP), and dialup connectivity. The Demand subtab
controls when the service will connect based on the number of
incoming emails queued or when the user logs in (depending on
what you choose).

In the graphics below, you can see how we set Husky Plane’s
schedule:
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Gateway form_Scheduling tab A

Meain Schesuing | Directory |
Use this tab to specify when the senice will automatically connect to your
Internet Senvice Provider. The service can connect bazed on time . . i
schedules, a demand schedule, or both. 2 | Directory information
Tine & ]Time B ] Detmand ] Accesz Directony information
and set the incoming

wwhen to connect passward for this senrice

¢ Do not use this schedule

(~ Connect on theze days @ | rermissions...

IS D CE=ES Mondzy j Limit acecess to this senice
Last day to connect: =l

& }

If connecting weekly or daily c#? Schedule on Close

Start at: 4:00 am x| Schedule the semice after

vou close this form
Stepat: |00 am |
Repest: every hour w| The number of times to
connect bebween the start
and stap times
Cancel

| Wiew Schedule...

ﬁ o |

Connect daily Selected. 5

Since Husky Planes does business 24
hours a day, 7 days a week, we want to
receive Internet email from our ISP using
POP3 everyday.

Start at 4:00 am. We chose this start time so email
will be there for early risers.

Stop at 1:00 am. We chose this time to allow a few
hours, at a time when usage would
probably be low, for trash collection and
administrative tasks.

Between 1:00 AM and 4:00 AM no email
or news is retrieved.
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Times to every hour. This is the interval to connect

connect between the start and stop times. We have
decided to check for POP3 mail every
hour.

If you set a specific number for this field
you can calculate it by dividing the total
time you are connected in minutes
(determined by the start and stop times)
by the number of connections. For
example, (21 (hours) x 60 (minutes)) / 50
(times to connect), which gives you 25
minute intervals (rounded number).

If users find they are waiting too long for
information, you can increase the number.
Of course, if there is a great deal of email
and news, the individual connections will
be long.

On Husky Planes, we don’t need to use the Time B subtab. Time
B subtab performs the same function as Time A subtab but adds
more flexibility when setting up your schedule. For example, if
you have a connection where you are charged by time, or you
don’t want to frequently retrieve email and news during off
hours (for example, if you have a continuous connection but
don’t want to put extra pressure on your system’s broadband

capacity).
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Gateway form_Scheduling tab

Demand . Internet g|§|@

Meain Schesuing | Directory |

Use this tab to specify when the senice will automatically connect to your
Internet Service Provider. The service can connect based on time

schedules, a demand schedule, or both. A | Directory information
Time & | Time & Demand ] Access Directory information
and zet the incoming
The number of queued private messages that will cause the pasanord for this senwice
senvice to connect.
. Yy
Urgent messages: | & | ermissions..
All messages: 0 ﬂ Limit aceess to this senice

£ | Scheduls on Close

Schedule the serice after
wou ol ose thiz form

Cancel

g Wieny Schedule. .. ’T‘
On the Demand tab, we decided to retrieve messages and deliver 5

them to users when they connect (or on the hour as set on the

Time A tab). This setting lightens the load on our server, as the
messages are stored on the delivering mail server until the user
is logged in (or on the hour as set on the Time A tab). Coupled
with our selections on the Time A tab, this means Husky Planes
will retrieve messages every hour or if a user logs in during that
hour.

Configuring a dialup connection

Husky Planes has a continuous connection to the Internet.
However, if your organization uses a dialup connection (you dial
into an Internet Service Provider to send and retrieve email and
news) rather than a continuous connection to the Internet, you
must configure a dialup connection. We will cover a basic dialup
setup here.

To configure a dialup connection:
1. Select Intermittent or dialup on the Basic Internet Setup

Connection tab.
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2. Select Route through one SMTP server and enter information
in IP address with the address of that server (see "Advanced
Mail" on page 33) on the Advanced Mail Routing tab.

3. Install and configure dialup software on the same computer
where Internet Services is installed.

Note Configure dialup Networking on Windows or a
third-party software router (such as the Vicom
Internet Gateway) to handle routing of network and

IP traffic for dialup connection support on Mac OS.
4. Set a low time-out value on your dialup software.

5. Complete the Basic Internet Setup form, as described in this
chapter and our online help.

6. Enter information in the Scheduling subtabs on the
Gateways form and complete the Demand subtab to force a
dialup connection, based on the number of queued
messages for outgoing mail (SMTP).

Note The Demand subtab can also be used on continuous
connections.

The schedule you set on the Scheduling tabs will control when
you connect. The low time-out value you set on your dialup
software will control when that connection is dropped. If you
have a set rate for peak hours you can set the Time A subtab for
frequent polling (for example, every five minutes). During off
hours, where you are charged higher rates, you can set the Time
B subtab for less frequent polling (for example, every two
hours).

You should configure your Demand subtab according to how
many messages you want queued before initiating an automatic
dialup connection. For example, if you want all urgent messages
sent out immediately, set Urgent Messages to a lower number. If
you don’t require all your messages to go out immediately, set
All messages to a higher number.
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Advanced Internet setup

Most administrators with standard running sites only configure
the Basic Internet Setup form. However, if there are any
exceptions or particular issues to be addressed outside of the
normal site configuration, you must use the advanced Internet
setup forms.

Advanced setup forms

Since Husky Planes is a standard running site, most of the fields
in the advanced forms will be left at the default settings. In this
section, we’ll configure the few areas on the advanced forms
where Husky Planes differs. For complete descriptions of all the
fields on the advanced Internet forms, see our online help.

Advanced Mail

Husky Planes uses this form to modify email presentation and
protocols. You do not need to modify the protocols unless you 5
have an unusual Internet setup.
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9 Advanced Mail

File Edit Format Message Collaborate Wiew Admin Help

Text Style | outbound | SMTP | PoP3 | Maps | Routing | L'[%rts |

Use this tab to specify how incoming messages fram the Interfet are to be

displayed.
Message text
Color: Black |
Fart:
Style: Plain |
Size: |
Quoted text
Calar: Bllack |
Fart: Geneva § Arial |
Style: FirstClass Guate |
Size: I
Inbound HTML:  Decode irto message body LI
Character set: The character zet to uze
US-AZCH Il when the message body is
US-ASCI ar unspecified
Cancel | ’TI

Husky Planes uses different font and size style settings from the
default settings for incoming Internet emails.

Message text refers to the text style in which the message is
displayed, whereas quoted text refers to the style of the text
replied to. We selected Decode into message body for inbound
HTML, as we want our users to view the message directly in the

body but not receive an extra attachment. Husky Planes uses the
following settings:

Color
Font
Style

Size

Color

Message text
Default
Arial
Default
12

Quoted text
Default



Advanced Mail - Outbound
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Font Arial
Style Default
Size 10

Inbound HTML Decode into message body.

The default behavior is to decode the
HTML and add it as an attachment.

a Advanced Mail @
File Edit Format Message Collaborate Wiew Admin Help

Text Style Qutbound | TP | POP3 | MaP4 | Routing | Limits |

Uze this tab to specify options for messages going out to the Intermnet.

If MIME enabled

Attachments Mac OF sttachments
&+ Basebd % MachIvE
" UUEncode " BinHex

Message body,  Plain Text |

Plain text

Lirne length: 75 ﬂ The maximum length befare message
text lines will wrap

Quate prefix: = The character thatwill precede quoted

text in messages

Help
Cancel | ’TI

This tab specifies formatting and other options for outbound
mail to the Internet.

Enable MIME Selected. Since Husky Planes has this
option selected, we had to enter
information for both of the "If MIME
enabled" and "Message body" sections.

Attachments Base64. This selection is recommended to
encode attachments.
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Mac 0S
attachments

Message body

Line length

Quote prefix

48 Introduction

MacMIME. This selection is recommended
to encode an attachment that contains a
resource fork.

Plain Text. Husky Planes has the body of all
outbound messages in unformatted text.

By setting the Message body to Plain Text
and not HTML the formatting of outbound
messages will be lost. With HTML now
supported in the message body, we suggest
you set this option to HTML for mail sent
to other FirstClass systems, if you do not
want to keep message text formatting.

Plain text

75. Since Husky Planes has plain text
entered at Message Body, we set both Line
length and Quote prefix. This setting is also
needed if MIME enabled is false.

>. This is the character that Husky Planes
has set to precede quoted text in messages.
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9 Advanced Mail @

Text Style | Outbound

SMTP port:

Treat as bulk over:

Delivery sttempts
Drelivery retry time:

Mz delivery retries:

TimeaLts
SMTP general timeout:

SMTP data timeaut:

File Edit Format Message Collaborate Wiew Admin Help

Configures SMTP for outgoing Internet mail.

SMTP greeting timeot:

SMTP |popa | map4 | Routing | Limits |

The port from which the SMTF
maodule will receive its mail

0 ﬂ KB hessages largerthan this size are
handled as bulk mail

60 ﬂ minutes The time to wait between retries
of failed transmissions

2 il The maximum number of times
to retry failed transmissions

3 #| minutes The time to wait for a respanse
fram an SMTP server

10 ﬂ minutes The time to wait for the initial
response from an SMTP sener

B ﬂ minutes The time to wait for data

Cancel | ’TI

Husky Planes uses this tab to configure the SMTP protocol for
incoming and outgoing Internet email.

Max bulk mail

Treat as bulk over

Delivery retry time

3. This is the number of outbound
SMTP sessions that Husky Planes has
set to transfer bulk mail. This means
messages are more likely to be sent
during off-peak hours. This number
must be less than the value specified
on the Basic Internet Setup form’s
Mail tab.

10. Husky Planes has set 10 KB (and
larger) as the size at which mail is
considered bulk.

Delivery attempts

60 minutes
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Advanced Mail - POP3

Introduction

Max delivery retries 2. Husky Planes sets only two
delivery retries for users, to allow for
a quick response to a bad email
address.

Timeouts

SMTP general timeout 3. Husky Planes sets three minutes to
wait for a command, or a response to
a command, from an SMTP server
before disconnecting.

SMTP greeting timeout  10. Husky Planes sets ten minutes to
wait for an initial response after
attempting a connection to an SMTP
server before disconnecting.

SMTP data timeout 5. Husky Planes sets five minutes to
wait for message confirmations, or
for data, during message reception
before disconnecting.

“ Advanced Mail
File Edit Format Message Collaborate Wiew Admin  Help

Text Style | Outbound | SMTP POP3 | MAP4 | Routing | Limits |
Uze this tab to configure the POP3 protocal for mail.

POP3 part: ﬂ The portto which POP3
clients will connect to
retrieve mail

Timeouts

POP3 general timeout: 10 #| minutes The time o wait

bebuesn commands
fram a POP2 client

POP3 authorization timeout: 3 ﬂ minutes  The time to wait for an
authorization request

after a POP3 client
connects

Cancel | ’TI
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Husky Planes uses this tab to configure the POP3 protocol for
serving Internet mail.

Timeouts

POP3 general timeout 10. Husky Planes sets ten minutes as
the time to wait between commands
from a POP3 client after the user logs
in before disconnecting the client.

POP3 authorization 3. Husky Planes sets three minutes

timeout for an authorization request after the
POP3 client connects to the server
before disconnecting the client.

Advanced Mail - IMAP4

© Advanced Mail E

File Edit Format Message Collaborate Wiew Admin Help

Text Style | Outbound | =MTR | POP3 MAP# | Routing | Limits |

Use this tab to configure the IMAPS protocal for mail.

IMAP4 port: i‘ The port from which the [MAPS
module will receive its mail
IMAPS timeout 1 ﬂ The time to wait bebween

commands fram an IMAPS client

Cancel | ,TI

Husky Planes sets a shorter time to wait between commands.

IMAP4 timeout 1. Husky Planes sets one
minute to wait between
commands from an IMAP4
client after the user logs in.
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Advanced Mail - Routing

Introduction

a Advanced Mail
File Edit Format Message Collaborate Wiew Admin Help

Text Style | Outbound | SMTP | PoP3 | Maps Routing |Limits |

Use this tab to specify outbound routing for Internet mail.

Foute through one SMTP server Foutes all outbound mail

through one SMTP senver

IP address:
The IP address of the semer
through which to route all
outbound mail

BITRET relay host:

CLnywm.cLuny edu The IF address or domain

name of the server that relays
mail addressed to the BITHET
nehwo

UUCP relay host:

uupsi peinet The IP address or domain
name of the senver that relays
mail addressed to networks
using UUCP

Cancel | ’TI

Since Husky Planes has a continuous connection to the Internet,
it uses the default settings. However, if a site uses a dialup
connection, select Route through one SMTP server and enter an
IP address.

Route through one SMTP server  Cleared. Husky Planes does
not reroute SMTP mail
through another SMTP server.

IP address The IP address of the indirect
SMTP server.
BITNET relay host cunyvm.cumy.edu. Husky

Planes sends all mail with
addresses that end in .bitnet
to the host listed in the field.

UUCP relay host uupsi.psi.net. Husky Planes
sends mail to the named host
if the recipient’s address ends
with .uucp.
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The Limits tab remains unchanged.

Advanced Directory

Advanced Directory -
Aliases

Use this form to configure the Finger and LDAP protocols and to
set up Internet aliases if they differ from the Basic Internet Setup
form. Earlier we disabled Finger and LDAP protocols on Husky
Planes on the Basic Internet Setup form.

With the exception of the default aliases, Husky Planes does not
allow its users to have additional email aliases. Each user can
only receive email at his standard Internet address, for example,
roy_allen@huskyplanes.com. If you want to provide your users
with additional aliases, you can do so on this tab, or you can
manually configure them individually on the User Information
form (see our online help).

The Aliases tab provides options for the delivery of inbound
SMTP mail. The Automatic aliases options allows you to set the
type of mail addressing, whereas Inbound mail addressing lets
you decide the level of matching you want to allow on your
system. This feature could even be used to stop some of your
users from receiving Internet mail. Using a combination of these
two fields, you can set tighter controls on how inbound SMTP
mail reaches your users.
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Advanced Directory - Aliases tab

54 Introduction

© pdvanced Directory

File Edit Format Message Collaborate ‘Wiew Admin Help

This farm allows you to control the way Intermnet tools will see items in your
FirstClass Directony.

Finger | LD&AP  Aliases

Uze this tab to specify mail alias options.

Space character: The characterto be used in place of

a space in user names when they
are tranzlated to Internet addresses

Automatic aliases
{+ Do not create automatic alisses

 Use user IDs a3 aliases

i Use intials and last names as aliases

Inbound mail addressing:

Exact match only j
o short forms:
t match only
Aligzes only

Cancel | 0K |

Do not create
automatic
aliases

Use user IDs as
aliases

Use initials and
last names as
aliases

Allow short
forms

Automatic aliases

Selected. We left this default setting because
we don’t want Internet Services
automatically creating email aliases outside
of the default alias,
firstname_lastname@huskyplanes.com.

Internet Services creates email aliases from
user IDs. For example, if this option is
selected, Roy Allen would receive email at
rallen@huskyplanes.com.

Internet Services creates email aliases from a
user’s first initial and last name. For
example, if this option is selected, Roy Allen
would receive email at
rallen@huskyplanes.com.

Inbound mail addressing

This option allows short forms of mail
aliases, for example,
ro_al@huskyplanes.com for Roy Allen.



Configuring Internet Services

Exact match Selected. This is the default setting. The
only recipient’s name has to match the entire
entry on his User Information form.

Husky Planes has this option selected to only
allow addresses with exact matches to be
delivered, for example,
roy_allen@huskyplanes.com or
roy@huskyplanes.com. Both of these email
addresses are on Roy Allen’s User
Information form.

Aliases only This option allows only exact matches to the
aliases set on the User Information form.

Let’s take a look at some addressing scenarios.

1. If we selected both Do not create automatic aliases and Allow
short forms, the following address could no longer reach Roy
Allen:

+ rallen@huskyplanes.com (as this is his user ID) 5
However, the following addresses would reach Roy Allen:

* ro_al@huskyplanes.com (or any other short form that
produces a single match)

+ roy_allen@huskyplanes.com.

Internet Services does best single match automatic aliasing.
This means, if you have the above settings on your system,
Roy Allen can receive Internet mail addressed to different
combinations of his email address
roy_allen@huskyplanes.com, if no other user on the Husky
system has a similar name. If there are other users on the
system with a similar combination of letters, the fully
qualified email address of the recipient must be used (for
example, roy_allen@huskyplanes.com).

2. If we selected both Do not create automatic aliases and Exact
match only, the following address could no longer reach Roy
Allen:

» ro_al@huskyplanes.com (or any other short form that
produces a single match).
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However, the following addresses would reach Roy Allen:

+ roy_allen@huskyplanes.com (from the first and last
name on his User Information form)

» roy@huskyplanes.com (from the mail alias entered on his
User Information form).

3. If we selected both Do not create automatic aliases and
Aliases only, the following address could not longer reach
Roy Allen:

* ro_al@huskyplanes.com (or any other short form that
produces a single match)

+ roy_allen@huskyplanes.com (from the first and last
name on his User Information form).

However, the following address would reach Roy Allen:

» roy@huskyplanes.com (from the mail alias entered on his
User Information form).

If you want to stop some of your users from receiving incoming
mail altogether:

1. Select Do not create automatic aliases from the Automatic
aliases options.

2. Select Aliases only from the Inbound mail addressing
options.

3. Clear Mail aliases on the User Information form.

Advanced DNS
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Use this form to modify DNS defaults and add addresses for
additional DNS servers. This is useful if you have heavy mail
routing on your site or want DNS redundancy in case of Primary
DNS failure.

Introduction



Advanced DNS - General

© Advanced DNS @

File Edit Format Message Collaborate ‘iew Admin  Help

General | Timeouts |

Configuring Internet Services

s

Use this tab to specify how FirstClass will use the DNS server.

Pritmary DNS: Use Basic Internet Setup to
specify your firsk-choice DNS
zener

Secondary DNS: 0000 The IF address of your
second-choice DNS senver

Tertiary DMS: 0000 The IP address of your
third-choice DNS senver

Wax UDP refries: 3 ﬂ The maximum nurr!ber of
times to retre domain name
queries

DNS cache

Cache expiry: 2 ﬂ hourzs The time a DNS recard will
stay in the cache before
Expiring

Maxx cache entries: (100 | The maximum number of
DHE records in the cache

Cancel | ,Tl

Husky Planes only uses the Primary DNS, as configured on the 5
Basic Internet Setup form.

Max UDP 3. Husky Planes sets three as the maximum
retries number of times to retry domain name
queries.

DNS cache

Cache expiry 2. Husky Planes sets two hours as the length
of time to retain all DNS records received
before deleting them. For exceptions to this,

see our online help.

Max cache 100. Husky Planes sets 100 as the number of

entries records to retain. When a new DNS record is
added to the cache, any records in the cache
that exceed this limit are deleted, starting
with the oldest record.
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Advanced DNS - Timeouts

© Advanced DNS
File Edit Format Message Collaborate ‘iew Admin  Help

General  TimMeouts

Use this tab to specify the time FirstClass will wait for a response from a DHS
Server.

LGP timeaut: 5 #| seconds

TCP timeout: 2 #| seconds

Cancel | ,Tl

uop 5. Husky Planes uses UDP to conduct domain
name queries.

Set this value higher for a slower DNS server
and lower for a faster DNS server. If your
DNS is usually fast but experiences
occasional slowdowns or dropouts, set this
value low and increase retries.

Advanced Web & FTP
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Introduction

Use this form to configure the HTTP and FTP protocols if they
are different from the Basic Internet Setup form (see Chapter 5,
"Configuring Internet Services") or if you are not using the
Multiple Sites & Languages form (see Chapter 9, “Using the
Multiple Sites & Languages form”). You also configure Internet
Services statistics logging on this tab.
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Advanced Web & FTP - HTTP

© Advanced Web & FTP X

File Edit Format Message Collaborate ‘Wiew Admin  Help

HTTP ]FTp |

Use thiz tab to define Intemet browser options,

HTTP port: | HTTPS port: 447 %]
Certificate: Enabled: HTTP |

Statistics logging

Do not log statistics

™ Logto server log

= Logto server statistics folder

* Logto: |DFCSERYVERHTTPLOG

Start news log The full path to the folder
& Daily
 Monthly

FirstClass Log Formet ﬂ Fresents statistics in

FirstClass format

HTTP timeout: 1 & minutes

« Advanced caching Dizable CGlI RDNS
« Allowy Unautherticated Directaory Access
Cancel | ’TI

Husky Planes uses this tab to set up statistics. For details on
Internet Services statistics, see the Routine administration
section of our online help. Husky Planes’ certificate information
and settings are already set on the Multiple Sites & Languages
form (see "The Multiple Sites & Languages form setup for single
web sites" on page 124).

Note Port 80 is the default port for HTTP and port 443 is
the default port for HTTPS. Do not change these
port numbers unless advised to do so by Centrinity
Customer Support or your reseller.

Statistics logging
Do not log statistics No statistics log is kept.

Log to server log Write HTTP statistics to the server log.

Log to statistics file Write HTTP statistics to the statistics
file.
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Log to d:/fcserver/httplog. Write HTTP
statistics to your own logging file. This
file must be on the server machine, not
the Internet Services machine.

Start new log Daily. If you are writing statistics to
your own logging file, see Log to, set
this field.

FirstClass logging FirstClass Log Format. Husky Planes

format uses this logging format to log

statistics. Leave this box cleared to use
an industry standard format, for
example, Apache.

HTTP timeout 1. Husky Planes sets five minutes for
Internet Services to wait for a response
from a web browser before
disconnecting.

Advanced Caching Selected. Husky Planes has this option
selected so read-only files from
external folders can be cached.

Disable CGI RDNS Husky Planes leaves this option
unselected to lighten the load on the
server. This way, the DNS server
doesn’t have to resolve domain names
into IP addresses for CGIs that don’t
need this information.

Allow Default. Allows unauthenticated users
Unauthenticated to access the Directory by placing
Directory Access /Directory in a URL.

Husky Planes has the Certificate information already entered on
the Multiple Sites & Languages form, so we have left it blank on
this form. However, if you only have one site and you have not
entered the certificate name in the Multiple Sites & Languages
form, you can enter it here and choose HTTPS or Both from the
pull-down menu.

If you are running a multi-site setup on your web server, or you
have clustered Internet Services, you enter your certificates on



HTTP statistics formats

NCSA Common Log
Format

FirstClass Log Format

Configuring Internet Services

the Multiple Sites & Languages form and leave this blank. If you
do enter a certificate name in this field, it corresponds to the first
entry in the Multiple Sites & Languages form.

You can choose between three formats when logging HTTP
statistics:

e NCSA Common Log Format
* FirstClass Log Format

* NCSA Combined Log Format

The Common industry standard (Apache) format follows this
syntax:

renot e_i p<SP>rf c931<SP>useri d<SP>
[ DD Mon/ YYYY: hh: nm ss [ +/ -] HHW <SP>
"request "<SP>st at us_code<SP>num byt es

<SP> This indicates a space. 5
() A dash will be inserted if information is not
available.

Since this is an industry standard format, various tools are
available to decode and use this data. For more information on
Internet Services statistics, see our online help.

The FirstClass format contains additional data and follows this
syntax:

<dat e><TAB>r enpt e_i p<TAB>user i d<TAB>ht t p_net ho
d<TAB>r eq_host <TAB>ur | <TAB>user _agent <TAB>r ef e
rer

<TAB> This indicates a tab.

() A dash will be inserted if
information is not available.
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ur | <TAB><TAB>r ef er er This indicates the

information for user agent
is not available.

NCSA Combined Log The Combined format is the same as the Common format except
Format it add <SP>"r ef erer "<SP>"user-agent".

Advanced Web & FTP - FTP

© Advanced Web & FTP

Fli&: Edit Format Message Collaborate ‘Wiew Admin  Help

HTTP FTP |
Use this tab to configure FTP for file transfer across the Internet.

FTP port: 21 4 The port from which the FTF
module will accept
connections

FTP timeout: 3 #| minutes The time to wait for a
rezponse from an FTF client

Allows FTP users anomymaus
acoess

Cancel | ’TI

Husky Planes uses this tab to configure advanced FTP protocol

settings.
FTP port The TCP port that FTP clients use to
download files from your FTP folder.
FTP timeout 3. Husky Planes waits three minutes
before disconnecting from an FTP
client.
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Allow anonymous FTP  Selected. Husky Planes allows

access unauthenticated access to its FTP
folder. This way, any user can
download information without the
server requiring user information.

Note Port 21 is the default port for FTP. Do not change
this port number unless advised to do so by your
FTP administrator.

Advanced News

Use this form to configure the News protocol if it is different
from the Basic Internet Setup form (see Chapter 5, "Configuring
Internet Services").

Advanced News
“ Advanced News @
File Edit Format Message Collaborate VYiew Admin Help

Uze this form to configure your news senver. 5
MRTP
MMNTP port:

j The port from which the HNTF
B module will receive news

Timeouts

MMTP general timeout: |5 4] minutes  The time to wait for a response
fram an HNTP senrer

MMTP greeting timeout: |3 ﬂ minutes  The time to wait for the initial
response fram an NNTP sencer

MMTP data timeout: 10 #| minutes  The time to wait for news

Cancel | ,TI

Husky Planes uses this form to configure NNTP ports and
timeouts.

NNTP general timeout 5. Husky Planes sets five minutes to
wait, before disconnecting, for
commands from an NNTP server or for
a response after issuing a command to
an NNTP server.
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NNTP greeting
timeout

NNTP data timeout

3. Husky Planes sets three minutes to
wait, before disconnecting, for an
initial response after attempting a
connection to an NNTP server.

5. Husky Planes sets five minutes to
wait, before disconnecting, for news
confirmations or for data during news
reception.
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L] o L]
Starting Internet Services and logging
in
Before you can use Internet Services, there are a few
configuration tasks you must perform:
* set a password for the Internet Services and save it

» enter information in the Internet Services account form in the
Gateways folder.

Starting Internet Services

In "Basic Internet Setup - General" on page 24, we explain how
you can have Internet Services start automatically when you
start your server. If you choose to start Internet Services
manually, or if Internet Services is running on a different
machine than your FirstClass Server, do the following:

1. Double-click the Internet Services icon:

The Internet Services application resides in your FCServer
folder. The file is called Fcintsrv.exe (Windows) or
FirstClass Internet Services (Mac OS).

Hint If Internet Services does not start, check your
password or connection protocol in your connection
settings file.

Internet Services console

When you start Internet Services, a console appears on your
screen. Some of the information the console displays is:
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* the Internet Services version running

« the operating system running

 a confirmation that your server is running

e any error messages pertaining to Internet Services

 a confirmation that debugging is turned on.

The same menus exist on Windows and Mac OS with the
exception of the Edit menu, which is not available on Mac OS.
The Help menu has the usual system specific help options.

Note Not all menu items are mentioned below. For
debugging levels and categories, see our online
help.

The following information describes the Internet Services
console and some of its more common menu items:

File

Exit (Windows), Exit Internet Services.
Quit (Mac0S)

Edit (Windows only)
Copy Copy selected text.
Mark Set the point at which to select text.
Select All Select all text in the window.
Font Change the font of console text.

Service

Get Reload the configuration information from

configuration the forms in the Internet Services folder (see
"Get Config" on page 180).

ForceInternet  Force an immediate connection to the
connection Internet.

Priority Set Internet Services priority. For more
information, see "Basic Internet Setup -
Service" on page 35.

Diagnostics
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Flush HTTP Cache Flush system cache.

You do not need to flush HTTP cache after
most changes to your web sites, unless you
are serving out content from read-only files
from external volume(s).

Logging Set debugging categories and their logging
levels for Internet Services.

If logging is set from the Internet Services
console, the settings are not saved and will
be reset the next time Internet Services is
started. For more information on Internet
Services debugging categories and logging
levels, see our online help.
The Diagnostics menu is intended for use by your reseller or
Centrinity Customer Support in resolving technical problems
you may encounter. If required, they will explain the use of the
menu items.

The Internet Services console, coupled with the FirstClass Server

console, is useful as a first line of defense in troubleshooting 6
system problems. For information on FirstClass Server console,

see FirstClass 7 Administrator’s Guide.

Logging into Internet Services

When you installed Internet Services, a settings file called
Inetsvcs.fc was placed in your FCServer folder. Use this file to
connect to Internet Services.

Note You need a client installed on your machine or you
will receive an error.
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Inetsvcs.fc. settings file login screen
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Introduction

Address: inetsves fo | Browse..
Server:  ingtsvcs Setup...
’)g Loginas: " Guest {+ Registered user
in User D 1000000000 Save

Password:  [***

‘wiark Offline | Cancel | Lagin |

Before you can log into Internet Services, the InetSvcs.fc file has
to be configured correctly. This is done through the Internet
gateway’s form located in the Gateways folder on the
administrator’s Desktop (see "Configuring the Internet gateway
form" on page 36) or by clicking the Configure button on the
Basic Internet Setup - Service form (see "Basic Internet Setup -
Service" on page 35).

Note Remember, you must enter the same user ID and
password on the login screen that you entered on
the Internet gateway form.

After you have configured your settings and set your password,
you should log in as Internet Services, using the settings file, to
check that your information is correct.
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Using the HeaderMatch document to plan your system

Using the HeaderMatch document to
plan your system

The HeaderMatch document is a configuration file and is located
in the Internet Services folder on the administrator’s Desktop.
Using the HeaderMatch document, you can point users to
different template sets depending on what browser or device
they use. This is called browser steering, because the
HeaderMatch document steers different users to different
templates.

There is only one HeaderMatch document for an entire site, even

on a clustered system. For information on Internet Services

clustering, see Chapter 8, "Clustering Internet Services to plan 7
your system”. Since the HeaderMatch document allows you to
configure all multiple web site systems, there is no need to

replicate it on a per-cluster basis.

Steering users to appropriate template sets

When planning your FirstClass system, you should be aware of
how your users log in and where you want them go once they
arrive. In this section, we discuss browser steering for:

« different browsers and platforms
» multiple web sites
* clustered environments

» other uses.

This is what the Husky Planes HeaderMatch document looks
like:
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Husky Planes HeaderMatch
document

File Edit Format Message Collaborate View Admin Help

L E
K 4 4 4 F F F F 4 [ 2 F 4 4 4 4 F F F .

h! HeaderMatch
#

# This file allowes rurtime configuration of the HTTP server, based on pattern matching HTTP request headers.
#
# Here is the format ([ ] indicate optional elements, characters in bold and red indicate literals )
# =webstealias=[.=Language=]: [=condition=] =action=
# et <\Ifebs'rtealias: to *to match all stes (and languages)
# =condtion=lis one of:
# IF =pattern match expression=
where =pattern match expressions is:
=HTTP header name= <operstor= =regular expression applied to header value=
=HTTP header name= iz the name of the header, e.g. User-Agent or Referer without the
URL iz a 'special' header name to access the URL
<operatars iz == (containg) of = (does not contain)
=regular expressions is ala grep, using *$.[1+?* as meta characters
=action= iz one of:
SET =variable= [=] =value= [AHD [SET] =variahle= [=] =value=]...
=variable= is one of: Aemplates, allowbasicauth, 204resp contenttype, forcehttpver10, keepalive, icons, pictures
for allowbasicauth, forcehttprer10 and keepalive, =value= iz 3 boolean. use 1, on, yes true or oui for true, 0, off, no, false
r non for false
for templates and contenttype, =value= is the replacement string, in double quotes if it contains spaces or tabs
for 20dresponse, =value= iz the numeric return code to use instead of 204
far icons, =value= iz the aternate icons resource filename to use.
for pictures, =value= iz the afternate pictures resource filename to use.
multiple variahles may be set by separating them with the AHD keyweard
VAR =script variable= [=] =value= [AHD =script variable= [=] =value=]...
=script variable= is the name of the IS script wariable to create
=values is the value to assign to the script varishle
multiple script variables may be defined by separating them with the AHD keyword

T B O O R T R O O R H G OH W B R R R

#

# brovezer steering

# the default template set is the light' templates

# selected brovwsers are steered to the 'full' templates

# Internet Explorer 4.0 or better (Win) or 4.5 or better (Mac)

*F User-Agent == "MSIE 4.0 +Mac" SET templates = templates

HF Uszer-Agent == "MSIE [5-9]" SET templates = fultemplates
Spain.es: IF User-Agent == "MSIE [5-9]" SET templates = fultemplates

100% &|~

In this document, most of the code consists of comments (lines
with the pound sign (#) in from of them). The last three lines
represent the browser steering for the Husky Planes web site.
Two of these lines of code have an asterisk (*) but no pound sign
in front of them (denoting all sites) and the last line has the
specific site alias name. For an explanation of this code, see
"Browser steering for different browsers and platforms" on
page 73.

The basic syntax for the HeaderMatch document is:
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websi teal i as[. | anguage]: condition action

web site alias This is the alias name of your web
site as entered on the Multiple
Sites & Languages form.

language This is the language of your site, if
you have a multiple- language
configuration.

condition This sets a particular condition to

trigger the action.

action The action of the condition.

Browser steering for different browsers and platforms

Browser steering
example for different
browsers and platforms

On a standard web site, you will have Mac OS users, Windows

users, and those using different versions of both Netscape® and
Microsoft® Internet Explorer, all of which must be

accommodated by different template sets. For example, 7
Microsoft® Internet Explorer versions 5.0 and higher can

handle a more robust template set, whereas versions lower than

5.0 can only handle a lighter template set. You also may point

your Mac OS users to one template set, regardless of which

browser or browser version they use.

Let’s take a look at how the Husky Planes administrator
configured the HeaderMatch document for his entire site.

The line of code below points all Microsoft Explorer users
running versions 5.0 to 9.0 users on a Windows platform to the
fulltemplates in your WWW folder:

*. |F User-Agent == "MSIE [5-9]\..+Wn" SET
.tenplates = .fulltenpl ates

* code is universal for all web sites on your
web server
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User-Agent sets the specific browser (in this case
Microsoft Internet Explorer versions 5 to
9

"(\)..+Win" backslash is an escape character that

removes the special meaning for + and
turns () and O - 9 into special characters

.templates sets the default template set you want to
point to (in this case .fulltemplates)

Note If you want to steer Mac OS users to a particular set
of templates, substitute W n in the line of code with
Mac.

This next line of code steers Microsoft Internet Explorer users
running versions 4.0 and lower, any Netscape users, and all
browsers running on a Mac platform to the .templates folder:

*. | F User-Agent == "MSIE 4\.0. +Mac" SET
.tenplates = .tenpl ates

Note Remember, the .templates folder holds the default
templates for your web site.

You could also steer users to a custom set of templates by putting
the next line of code in your HeaderMatch document:

*. | F User-Agent == "MSIE [5-9]\..+Wn" SET
.tenplates = .custontenpl ates

This line points all Microsoft Internet Explorer users running
versions 5.0 and higher on a Windows platform to the
.customtemplates in your WWW folder. To create customized
templates, see Chapter 13, "Creating custom templates”.

Browser steering for different templates and web sites

You can also configure your HeaderMatch document to steer
users to different template sets (see Chapter 13, "Creating
custom templates”) and different web sites you have configured
on your FirstClass system (see Chapter 10, "Creating your web
sites”). To do this, configure your HeaderMatch document to
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Browser steering
example for different
web sites
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steer users to a particular site based on the site alias name on the
Multiple Sites and Languages form. If you want to steer users to
different web sites on your web server, don’t place an asterisk
(*) in front of the code line.

The line of code below steers users on Windows platforms and
using Internet Explorer 5 or higher to the set of custom
templates called .spanishtemplates, located in the site folder
Spain. This does not affect steering on any other sites.

Spai n: | F User-Agent=="MSIE [5-9]\..+Wn" SET
.tenpl at es= . spani sht enpl at es

Spain the web site alias name entered on the
Multiple Sites & Languages form

For information on the Multiple Sites &
Languages form, see Chapter 9, "Using the
Multiple Sites & Languages form”.

If you want to steer only Mac OS users to this set of templates, 7
the line of code would be:

Spai n: | F User - Agent ==". +Mac. +" SET . tenpl at es=
. spani sht enpl at es

To steer users to two different web sites, you could use the
following code:

othersite.lang:. |F User-Agent == "MSIE [ 5-
9]\..+Wn" SET .tenplates = .tenpl ates

othersite.lang replaced by the actual name and
language (if applicable) of the site

For example Canada.fr.
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anot hersite.lang: |1F User-Agent == "MSIE
[4.5]\..+Wn" SET .tenpl ates = ot hertenpl at es

anothersite.lang replaced by the actual name and
language (if applicable) of the site

For example Spain.

Browser steering for a clustered environment

If you have clustered Internet Services on your system, you can
use browser steering to balance your Internet Services load (see
Chapter 8, "Clustering Internet Services to plan your system”).

Other uses for the HeaderMatch document
Some other uses for the HeaderMatch document are to:
* set HTTP error response
« tailor MIME content type that supersedes the MIME type file

* set Internet Services script (IS Script) variables using SET and
VAR variables.

SET and VAR variables are enhancements to the HeaderMatch
syntax that allow you to omit the IF<condition> if you want
<condition> to always be true.

Note For a list of Internet Services script variables, see
our online help.You can use your own variable
names.

Let’s take a look at some examples.

Setting HTTP error To set HTTP error responses in the HeaderMatch document:
responses

*: | F User-Agent == "Go.Web/*. +RI M@" SET
204r esponse = 202

User-Agent sets the specific browser (in this case Go
Web on the RIM version 9)
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204response €rror response
202 actual error substituted for error response
204

This entry states that on all sites, if the browser is Go.Web and
the platform is RIM, substitute a 204 error response with a 202.
This is useful if some browsers cannot understand certain error
responses; they can be directed to another one.

The 202 response is in .templates as 'error202'. There is no
'error204' template, as the error is 'No content', which means
that Internet Services is acknowledging a request, but telling the
browser not to display anything new. Some browsers don't
handle 204 properly, so this is a way to tell Internet Services to
send a 202 response instead of a 204 response.

If you want to set a particular interface format for users on more
space-limited platforms, such as handheld devices, you can use
Internet Services script variables to accomplish this task.

*: | F User-Agent == "RIM VAR ROA5 = 10 AND COLS
= 20 AND DEVI CE = "'RI M BLACKBERRY""

This entry states that on all sites, set the row number to ten and
the column number to twenty.

Note You must place double quotes around a string if it
contains spaces or tabs.

You can also set Internet Services Script variables for template
sets using VAR commands. If you are customizing the new object
field for multiple template sets (for example, for use by multiple
sites), the order in which you add these commands matters.
Internet Services processes VAR command entries in the
HeaderMatch document in order from top to bottom and uses
the last VAR command it encounters for all applicable templates,
for example:

*: VAR CUSTOMFORMB=96; 2060
site2: VAR CUSTOVFCRM5=96; 900; 2060
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makes all sites except site2 include only document forms 96 and
2060 in the drop-down menu. The site2 VAR command is the
last one encountered by FirstClass, and for site2 only, it
overrides the first command.

and

site2: VAR CUSTOMFORMS=96; 900; 2060
*: VAR CUSTOMFORMB=96; 2060

makes all sites include only document forms 96 and 2060 in the
drop-down menu, because the second command applies to all
templates, and is the last encountered by FirstClass. It therefore
overrides the site2 VAR command.

For each matching entry, the variable(s) are set.

There are other VAR switches that you can add as part of the
HeaderMatch document, as they are either specific to a given
template set or must be controlled on a set-by-set basis not
possible using the Global Site Preferences form). Some examples
are:

* VAR UNI XDATES = 1

Use this code if you are running 5.5 templates against a
Internet Services version 7.0. in order for the date pickers to
behave correctly.

« VAR CALVI EW = tenpl at e#

Use this code to control Internet Services default calendar
views (generally the view you get when opening a calendar
from a conference or Desktop listing). For example, if you
want to set monthly calendar view as the default view you
would enter VAR CALVI EW = 158 (as this is the monthly
view template number).

Note For mobile templates, you should set this view to
daily (template 160) to accommodate the smaller
screen.

* VAR CUSTOMVESSAGES = 141; 128
VAR CUSTOMFORMS = 900; 902

78  Planning your Internet Services environment



AddingHeaderMatch SET
variables

Using the HeaderMatch document to plan your system

Use these variables to replace the message or document forms
available in the "new items" menus in the main conference
toolbar in both full and standard template sets.

CUSTOMVESSAGES replaces the default message forms in the
drop-down with the ones specified (using a semi-colon
separated list of form IDs).

Note Using CUSTOMVESSAGES will stop the FirstClass
client switch, since it creates a different default
form drop-down.

CUSTOMFORMS provides similar functionality, but for
document forms.

Note This relieves the need for your to have to edit the
toolbar whenever adding custom forms to your
system.

The SET variables, f or ceht t pver 10 and keepal i ve, in the
HeaderMatch document, control how an HTTP server sends
HTML and handles connections. Each of these variables can be
set to either true or false, for example:

 setting al | owbasi caut h to false (default is true, which
allows login if the authorization form is disabled) prevents the
use of ’basic authentication scheme’ as a fallback if forms-
based authentication is disabled or fails.

 setting f or ceht t pver 10 to true (default is false) will force
Internet Services to return the response as HTTP/1.0, which
disables certain features primarily chunked encoding

 setting keepal i ve to false (default is true) forces Internet
Services to close the connection to the browser after it has
sent the current response

In the HeaderMatch document, the line of code below detects if
an HTTP request has arrived from a caching net appliance, and
adjusts the Internet Services response to the request to prevent
problems encountered on the part of the appliance:
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*: IF Via == "NetCache NetApp/5" SET keepalive = false AND
forcehttpver10 = true

* applies to all sites

IF keyword that initializes an action
if a condition is met

Via HTTP header name

== tests if a pattern is contained in
the HTTP header value

"NetCache NetApp/5" | the pattern to match

SET sets one or more internal
variables if the HTTP header
contained the pattern to match

keepalive = false an internal variable that tells
Internet Services to close the
connection after sending the
response to the current request

AND keyword that indicates there is
another variable to set

forcehttpver10 =true | an internal variable that tells
Internet Services to return HTTP/
1.0 as part of the response

Normally, HTTP/1.1 is returned.
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Clustering Internet Services to plan
your system

Clustering refers to running multiple services of the same type,
for example Internet Services or Voice Services, from a single
FirstClass server. For details on clustering Voice Services, see the
Voice Services section of your FirstClass 7 Administrator’s Guide.
You can use clustering to route different Internet protocols (for
example, SMTP, NNTP, or HTTP) to better organize and balance
your FirstClass environment. For example, you can dedicate a
clustered machine to only handle one protocol or you can have
multiple clusters for the same protocol to balance the traffic.

You can run multiple clusters on separate machines gatewayed 8
to one FirstClass server and on both Mac OS and Windows

platforms. In all cases, you must have Internet Services already
installed on your clustered machines. Although each clustered

service is set up and configured independently, it is possible to

share components such as web content or filters using FirstClass

folder linking.

Note You must have the client loaded on your clustered
machines to configure your gateway login settings
file and for testing purposes.

In this chapter, we discuss:

 creating a generic clustered service and connecting the new
service to a FirstClass server

 dedicating a clustered service to specific user groups
 creating a clustered service by protocol

 creating a clustered service by domain name
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 creating a combination cluster service of both Internet
protocol and domain name.

Although the examples we cover in this chapter may cover many
of the scenarios you may want to implement on your system,
they are by no means exhaustive. Once you understand Internet
Services clustering you can configure multiple combinations
(either simple or complex) for your FirstClass site. For clarity,
we highly recommend you diagram your structure before you
create your clustered environment.

Creating a simple clustered service

Use the following steps to create any basic FirstClass clustered
service:

1. using a text editor
Open the FirstClass server Cluster Script batch admin file.
This file is located on the CD in \Clustering\isCluster.ba
(Windows) or \FirstClass Installers\ Clustering\
isCluster.ba (Mac OS).

2. Copy the file into the body of a new message.

3. Replace all instances of <GatewayName> with the name of
the new service, for example, New cluster.

Replace the angle brackets as well.

4. Replace all instances of <GatewayUserID> with the user ID
of the new gateway, for example, 20000000079.

Replace the angle brackets as well.

Note Use logical ID numbers for the Gateway User ID. For
example, if your primary Internet Services ID is
1000000000 use 1000000001 or 2000000000. Do
not use the 9000000000 or 9000000001 ID, as they
relate to Voice Services and Call Answer
respectively.

5. Send the message to batch admin to run the batch admin
script.
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Repeat steps 2 to 5 for each Internet Services you want clustered
to one FirstClass server.

Once the batch administration script has run, you will find a new
folder on the administrator’s Desktop named Clustered Services.

Note If you have already created this folder by clustering
other services, for example Voice Services, the batch
administration script will detect the existing folder
and place the new service in it.

Inside the Clustered Services folder you will find a folder for
each clustered service you have created.

% Clustered Services

File Edit Format Message Collaborate View Admin Help
e 2 *
=2 CI' f=1 p
3 Folder 0OFiles 2 Folders  Husky Planes.com : Administrator & Fg

(188, 24)

The new folder name is the gateway (service) name with 'Config'
after it: in this case, New cluster Config. With the exception of
the WWW folder and the HeaderMatch documents, all of the
same folders and forms that are in your primary Internet
Services folder are placed in this folder as well.
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New cluster Config folder

% New cluster, Config

File Edit Format Message Collaborate Wiew Admin  Help

Dl:

30 Folder §Files 4 Folders  Husky Planes @ Sdministrator

F
LN

7 ftems.

N

Lo
b

Advanced hail

Lo
%

Acdvanced Directory

v v v

FTF Java

Internet konitor
Fitters

o]
b

Basic Internet Setup

(] Lor
Lt ot

Advanced Mews Advanced YWeh & FTP

Lo Lo
e b

Advanced DNS Multiple Sites & Languages

84

Warning Never delete the primary Internet Services folder
from the administrator’s Desktop or move it to
another place.

6. Configure the Basic Internet Setup form.

After you have set up your new service(s), you must configure
the Gateway form. To do this:

7. Open the New gateway (clustered service) form, located in
the Gateways folder on the administrators Desktop, created
by the batch admin script:

Note Service name and Service account number should
already be filled in on the Main tab.
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New gateway form before service

created -
. New cluster, @

File Edit Format Message Collaborate ‘iew Admin  Help

hitir ]Connection ] Scheduling ] Multis'rte] Advanced ]

ey Use this tab to set up a connection to a remote server or an external
= gateway.

B | Directory...

Access Directony information
Gatewvay name: and setthe incoming

Mewy cluster| The site name specified in the p=awordiogibileaienay

remote sener's System Profile

Remote server serial number: @ | Permissions. ..

2000000079 Winem il fm, £ @etrEy Limit access to the gateway
account is created with thiz
number as the UserID

Use the Directony button to set 5? Connect on Close

the gateway aceount pasaword Connectto the remote

system after you close this
form

Cancel

At this point, you must make a change to form (for example,
retype the Gateway name) and save the form. When you reopen
the form you will see this form:
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Creating a simple clustered service

. New cluster

htain ]Scheduling ] Directary
Use this tab to set up a connection to vour Internet Service Provider, and

enable Directony synchronization in multisite environments.

Service name: Meswy cluster

Service account number: | 2000000079

hultizite
Hides this service from other
sites

Exclude this setvice

Used when calculating the cost
of a route

Routing cost:  |[Standard — $) =)

A | Directory information

Access Directory information
and zet the incoming
pasanord for this senwice

@ | Permissions. ..

Limit access to this senvice

£ | Scheduls on Close

Schedule the serice after
wou ol ose thiz form

Cancel
0K |

This three-tab form indicates your new clustered service has

successfully been created.

8.
Gateway Directory Information form.
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New cluster Gateway Directory
Information form

€. 2000000005 M=1E3

File Edit Format Message Collaborate ‘Wiew Admin  Help

[y Gateway Directory Information RésLmeé Desktop

User ID: 2000000005

Last natme: Employes Services
Where: Cr: [-D-]

Last logged in:

Passvard: 4USTOUSE

Damain name:

Comments:

““ Privileges

Groups: ae Other Stes Unlizted
@ User Limits
Craily time limit: Detault # 7| minutes
Session inactivity limit: Detaut #| 7| minutes
Cancel | 0K |
For details on setting a gateway password, see Chapter 6, 8

“Starting Internet Services and logging in”.

9. Close and save both the New cluster Gateway Directory
Information form and the New cluster Gateway form.

After you have completed the above steps you must connect your
new clustered service to the server machine.

Note The information you enter on the Basic Internet
Setup form will vary between clustered services;
there is no generic setup. For examples of
configuring the Basic Internet Setup form, see
"Clustering scenarios" on page 89.

Connecting your new service to the server machine

After you have completed the above steps, you must install one
copy of Internet Services for each new clustered service. Follow
the installation procedures as you would for a regular Internet
Services install (see FirstClass 7 Administrator’s Guide). Then you
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must configure your new service to gateway to the server
machine.

1. Double-click the Inetsvcs.fc settings file (for each clustered
service) and enter:

e user ID
» password of the clustered Internet Services

* name or IP address of the FirstClass server to which it
points in Server on the Service Setup form.

(lustered service login screen

] Login
Address: inetsves fo >|  Browse..
Server:  inetaves Setup....
,}Q Log in &= " Guest (¥ Registered user
Qf) Uzer D 2000000005 Save

Passworg  [*ee]

‘wiork, Offline | Cancel | Login |

2. Click the Setup button.

This is what the setup should look like for the new clustered
service:
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(lustered service login setup

B Service Setup E|§|@

&
5?3/’ Connect via: | TCP-IPFCP >| Configure...
@ User ID: 2000000005

Pazswoord, s

Log in as guest
Log in automatically
Retry login: |0 #] times Retry delay: |0 _#| seconds

\g Fillin if service is accessible via the network
Server: Inetaves
Metwork: I

35 Fillin it service is accessible via modem ar ISDN
% Phone #:

Clears all nonconnection resources fram Fluzh Cache
your settings file
Cancel | Save |

3. Close the Service Setup form and log into the server, using
the new settings file.

After you have successfully logged in, you can close your client
on this machine.

Note You must use the same password in the login setup
form that you used in the gateway form on the
server machine.

Clustering scenarios

In the remainder of this chapter, we will discuss three different
possible clustering scenarios on Husky Planes:

* clustering services by protocol
* clustering services by domain

* clustering services by a combination of protocols and
domains.
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Clustering services by protocol: Scenario 1

You can dedicate separate clustered services to route all
outbound mail (SMTP) and all web traffic (HTTP) on your
system. You can also bind different user groups to these services.
This is useful if you have a large site with heavy mail and web
traffic and want to better balance your Internet Services by
having each protocol on a separate service.

Think of dedicating one clustered service to one protocol as
similar to having a dedicated Internet phone line in your house.
Your regular phone line is used only for incoming and outgoing
calls, whereas your Internet phone line is only used for logging
onto the web.

The diagram below shows the different areas and forms on your
system that you must configure to have dedicated SMTP and
HTTP clustered services:

(lustering diagram for scenario 1

FirstClass server

Set Directory fillering on group
forrn Directory tab (optional)

Regular Users gr oup Primary Internet Services
information form Weh services

cluster

Basic [nternet
Betup form

Basic Irternet
Setup form

G ateways fol der Enable mail
options o Mail tab

Enable web options
Wb on Web & FTF tab
L Services ||

‘ Intertiet

Ldd nser gronpe on SMTP Services
gateway form

On Husky Planes, we dedicated the primary Internet Services to
route all outbound mail (SMTP) and created an HTTP clustered
service to route all web and FTP traffic. By doing this, we created
a more efficient system for handling outbound mail and web
traffic.
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To accomplish the above configuration:

Note Leave any information not discussed in steps
cleared.

1. Create a new clustered service called Web Services,

following the same steps in “Creating a simple clustered
service” on page 82.

2. Open the Web Services Config folder in the Web Services
clustered service folder on the administrator’s Desktop.

3. Double-click the Basic Internet Setup form.

4. Selectboth Enable HTTP and Enable FTP and fill in both HTTP
server domain name and FTP server domain name, on the
Web & FTP tab:

Web Services cluster Basic Internet
Setup form - Web & FTP tab

“ Basic Internet Setup @

File Edit Format Message Collaborate Wiew Admin Help

These tabs contain all the Internet setup information that you will normally need to supply.
Unless wou hawe an unusual Internet configuration, wou can ignore the other Internet forms. 8
General Connedion] Mail] Mewes Web & FTP ]Direc‘tory UICESpam ] Service]

Use this tab to set up web and FTP protocols,

« Enable HTTP
HTTP zerver domain name:

ey huskyplanes com Example: wwww. centrinity. com

« Enable FTP
FTP server domsain name:

ftp huskyplanes . com Example: ftp. centrinity.com

@d Multiple Sites... Set up multiple web sites an this
server, ofr multiple languages on a
web site.
al advanced Yiew or update advanced web and

FTP settings, Mormally, yvou will not
have to change thesze settings.

Cancel | oK I

5. Enter the name of the gateway in Service Account, on the
Service tab:
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Web Services cluster Basic Internet
Setup form - Service tab

®© Basic Internet Setup

File Edit Format essage  Collaborate  Wiew  Admin Help

These tabs contain all the Internet setup information that you will normally need to supply.
Unless wou have an unusual Internet configuration, wou can ignore the other Internet forms.

Gereral | Cornection | Mail | Mews | wieb & FTP | Directory | UCE/Spam  Service

Use thiz tab to specify additional Internet Senvices zettings.

Service account Web Services The name of your Service account

Internet Services priority
The priority of Intemet Sendces opearations on this machine
ol High Intermet Senices is running on a
dedicated machine
& Medium The senver and Intemnet Senices
are running on the zame machine
 Loww Other sofhware iz running on the

Internet Senvices machine.
Significantly reduces performance

Irternet sessions: 10 ﬂ The maximum number of incoming
Intemet protocol connections that
Internet Senices will accept

| Configure. .. Wiew or update the settings for the
Internet account

Cancel | ok I

Clear Enable SMTP and make sure SMTP server domain name
is empty, on the Mail tab.

Click OK.

in the primary Internet Services folder
Double-click the Basic Internet Setup form.

On the Mail tab select Enable SMTP, Enable POP3, and Enable
IMAP4 and fill in SMTP server domain name:
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Primary Internet Services cluster
picenetsenptm Nl

File Edit Format Message Collaborate Wiew Admin Help

These tabs contain all the Internet setup information that yau will normally need to supply.
Unless you hawve an unusual Internet configuration, vou can ignore the other Internet forms.

General | Connection Ma"]News]Web&FTP Directory UCE.’Spam]Service]

Usze this tab to szt up the mail protocal.

» Enahle SMTP
SMTP server domain name:

mail huskyplanes.com Example: mail.centrinity.com

» Enahle POP3
« Enahle MAP4

. . The maximum number of
aotiicoinolimsigls ﬂ simultaneous outgoing messages
htail server:
The name of the mail senver to
connect to for POP3 message
impaorting if none is specified in a
uzers information

Example: mail.centrinity. com

“iew or update advanced mail
Al Advanced...

settings. Mormally, you will not
have to change these settings.

Cancel | oK I

10. Click OK.

Note Make sure your POP3 and IMAP4 users have the
correct server domain name

(mail.huskyplanes.com) configured in their POP3
or IMAP4 clients.

Now all outbound mail for Husky Planes employees is routed
through the primary Internet Services and all web traffic is
routed through the web clustered service.

Binding one or more user groups to a clustered service

You can balance your system’s load even more by binding one or
more user groups to a clustered service. For example, you could
have all mail for certain user groups route through one clustered
service and the mail for the rest of your employees route through
another clustered service. On Husky Planes, we decided to route
SMTP mail for the Management, Sales, and Marketing groups

through a separate SMTP clustered service and have all other
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Group Mail Services cluster Basic
Internet Setup form - Mail tab

employee mail continue to route through the primary Internet

Services. Below are the steps we followed to accomplish this
configuration:

Note If SMTP is enabled on two or more clusters for

different groups, you must define these groups on
each Cluster’s gateway form.

1. Create a new clustered service called Group Mail Services,

following the same steps in “Creating a simple clustered
service” on page 82.

2. Open the Group Mail Services Config folder in the Clustered
Services folder on the administrator’s Desktop.

3. Double-click the Basic Internet Setup form.
4. Select Enable SMTP, Enable POP3, and Enable IMAP4.

5. Fill in SMTP server domain name, on the Mail tab:

“ Basic Internet Setup @
File Edit Format Message Collaborate Wiew Admin Help

These tabs contain all the Internet setup information that you will nermally need to supply.
Unless wou hawe an unusual Internet configuration, wou can ignore the other Internet forms.

General | Connection Ma"]News]Web&FTP Directary UCEISpam]Service]

Use this tab to set up the mail protocol.

o i
SMTP setver domain name:

mail huskyplanes.com Example: mail.centrinity.com

« Enable POP3
« Enahble MAP4

. - — The maximum number of

iR EERIE el [ ﬂ simultaneouz outgoing messages

Mzl server:
The name of the mail senver to
connect to for POP3 message
importing if nene is specified in a
uzers infarmation

Example: mail. cantrinity.com

iew or update advanced mail
Al Advanced... zettings. Mormally, you will not

have to change these settings.

Cancel | 0K I

6. Clear Enable HTTP and Enable FTP on the Web & FTP tab
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7. Enter ’Group Mail Services’ in Service account on the Service
tab.

Group Mail Services cluster Basic

Internet Setup form - Service tab 3
'

File Edit Format Message Collaborate View Admin  Help

These tabs contain all the Internet setup information that you will normally need to supply.
Unless wou have an unusual Internet configuration, you can ignore the other Internet forms.
General | Cornection | Mail | News | Web & FTP | Directory | UCEfSpam  Service
Use this tab to specify additional Internet Senices settings.
Service account: |Group Mail Services The name of your Senvice account
Internet Services priority
The priority of Intarmnet Serices oparations on this machine

£ High Internet Servdces is running on a
dedicated machine

£ hiedium The senver and Intemet Senices
are running on the zame machine

Other sofbware iz running on the
Intarnet Services machine.
Significantly reduces performance

Internet sessions: 110 ﬂ The maximum number of incoming
Intemet protocol connections that
Intermnet Services will accept

| Configure... Wiew or update the settings for the
Internet account

Cancel | ok I

8. Click OK.

Now, we must correctly configure the primary Internet Services
and gateway forms:

1. in the primary Internet Services folder
Double-click the primary Internet Services Basic Internet
Setup form in the Internet Services folder on the
administrator’s Desktop.

2. Select Enable SMTP, Enable POP3, and Enable IMAP4 on the
Mail tab.

3. Fill in SMTP server domain name and Mail server.

Important We recommend that you leave SMTP enabled on
your primary Internet Services, as any messages
already delivered into the server through the
primary Internet Services are already tagged for
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that gateway and all replies will attempt to send
mail out through this same gateway. If you turn off
SMTP in this primary gateway, these outbound
replies will sit indefinitely in the Internet Services
Mailbox.

4. Click OK

5. in the Gateways folder
Open the Group Mail Services gateway form and enter
Group Mail Services in Service name on the Main tab.

6. Enter the user groups to which you want to limit this service
(in this case Management, Sales, Marketing) in Allow these
groups to use this service on the Directory tab:

Group Mail Services gateway form -
Directory tab

o8 Group Mail Services EHEW@

Main | Scheduiing Directary

Allowy theze groups to uze this service:

3 Managemes e senvice is unrestricte =N irectary information
Managemert Th ice i stricted S | Direct farmat

@) Sales if this field is blank er . _ _
@@nharketing cantains All Usars, Access Directory information

and set the incoming
pasamord for this semwvice

@& | Permissions...

Limit aceess to this service

f Schedule on Close

Schedule the senvice after
you close this form

Cancel

ok |

7. Click OK.

8. on the primary Internet Services gateway form
Click the Directory tab and enter the other groups
(excluding Management, Sales, Marketing) in Allow these
groups to use this service:
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Primary Internet Services bound

roups .
group © Internet
Main | Scheduling  Directary
Allovy these groups to use this service:
o T The seniice is unrestricted 8 | Directory information
s« Human Resources if thizfield is blank or X X X
s Comeutant contains All Users. Access Dlrec.,{ory |r!format|on
. ) and set the incoming
& Finance pasaword for this senice
o+ East Coast]
%= | Permiszions...
Limit access ta this senvice
&7 | Schedule on Close
Schedule the senvice after
you close this form
Cancel
ok |
9. Click OK. 8

10. on each user group form
Click the Directory tab and enter Other Sites in Allow this
group to view these groups.This enables the group(s) to see
other gateways:
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Management group User
Information Form- Directory tab

Department group

Comments:

Organizational unit:

& Other Sites

@ Group name:

File Edit Format Message Collaborate Wiew Admin  Help

tManagement|
Department group
Department 217 . Reduire unigue names within this organizations unit

Festures | User Prefs | User Limits DifEdUW]Securi‘ty]Services

Uze this tab to define the names that this group's Directony can list.

Allowy this group to view these groups:

The Directony is unrestricted if this
field iz blank or contains the All Users,
All Conferences and All Calendars
groups,

MNote: Thiz may be overidden by
restrictions placed at a higher level.

Do not allovy this group to viewy these groups:

Maximum number of mutimatch names: Default i

Automstically fiter directory to this group

78| Model Desktap

Lay out users' Desitops

Legend

« overides the previous
setting to turn on this
privilege

overides the previous
setting to turn off this
privilege

leawves the status of this
privilege unchanged

Cancel
oK

Note If the user group is already configured to see all

other sites, you do not have to configure the

Directory tab.

11. Click OK.

Now all mail for the Management, Sales, and Marketing groups
is routed through the primary Internet Services and all web

traffic is routed through the web clustered service.

Clustering services by domain: scenario 2

Another way to cluster Internet Services is by domain. Let’s say
you have a company with a large customer base and want to

route all your customer and employee traffic through two
different domains to reduce congestion.
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Note You must register any external domain names you
use on your system.

You may also want your customers and staff to view a different
home page and FirstClass interface. This is handy if you do not
want your customers to have access to confidential company
information or have to authenticate each time they access your
site.

Note The WWW folder is not automatically created in
clustered folders. If you need to create a unique
FirstClass interface and home page, you must batch
in or copy all of the templates from the .templates
folder in the primary Internet Services folder.

We decided to route all employee traffic on the primary Internet
Services domain and all customer traffic on a cluster with a
separate domain. By doing this, we provide both our customers
and employees with totally different home pages and FirstClass
information, while reducing the mail and web traffic for both
groups of users.

To accomplish the above configuration:

Note Leave any information not discussed in steps
cleared.

1. Create a cluster called Customer Services, following the
same steps in “Creating a simple clustered service” on
page 82.

The Clustered Services folder, on the administrator’s
Desktop, now has a new Customer Services Config folder:
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Customer Services folder

Primary Internet Services Basic
Internet Setup form - General tab

100

lustered Services
File Edit Format Message Collaborate Wiew  Admin  Help
® = O re
3 Folder OFiles 2 Folders  Husky Planes : Administrator v
4
Customer Services Config

1 fem.
in the primary Internet Services folder
Double-click the Basic Internet Setup form.

Basic Internet Setup

Fill in Primary domain name, on the General tab:

File Edit Format Message Collaborate Wiew  Admin

Usze this tab to specify general Internet Senrices settings.

Primary domain name:
huskyplanes.com

Pritriary DhS:
195.165.0.0

Postmaster name:
Acministrator

Start Internet Services automatically

These tabs contain all the Internet setup information that you will normally need to supply.
Unless wou hawve an unusual Internet configuration, wou can ignore the other Internet forms.

General | Connection | Mai | Mews | Wb & FTP | Directory | UCE/Sgam | Service |

The domain name your sener uses
for outgoing mail

Example: centrinity.com
The IP address of vour DNS semwer
Example: 127.0.0.1

The name of the user responsible
for Internet Semices

Starts Internet Senrces whenewvear
you start the sener

Help

Cancel | oK I
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4. Select Enable SMTP and fill in SMTP server domain name, on
the Mail tab:

Primary Internet Services Basic

Internet Setup form - Mail tab 3
"

File Edit Format Message Collaborate View Admin  Help

These tabs contain all the Internet setup information that you will normally need to supply.
Unless wou have an unusual Internet configuration, you can ignore the other Internet forms.

General | Conmection  Mai lNews ] Wigh & FTP | Directory UCE.I’Spam] Service]

Use this tab to set up the mail protocal.

«~ Enable SMTP
SMTP server domain name:
employes huskyplanes com Example: mail. centrinity. com

« Enahle POP3

. ; The maximum number of
b Yy
g EUiERIE mell [ ﬂ simultaneous outgoing meszages

Mail zerver:
The name of the mail zenver to
connect to for POP3 message
importing if none isspecified in a
uger's information

Example: mail.centrinity.com

Wiews or update adwanced mail
Advanced... settings. Mormally, you will not

hawve to change these settings.

Cancel | ok I

5. Select Enable HTTP and Enable FTP, and fill in HTTP server
domain name and FTP server domain name, on the Web &
FTP tab:
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Primary Internet Services Basic
Internet Setup form - Web & FTP .
tab asic Internet Setup

File Edit Format

Message Collaborate  Wiew  Admin Help

These tabs contain all the Internet setup information that you will normally need to supply.
Unless you have an unusual Internet configuration, you can ignore the other Internet forms.

General Connection] il ] Mewes Wveb & FTP ]Direc‘tory UCE.fSpam] Service]
Uze this tab to set up web and FTP protocals.

HTTF zer erddomain Mame:

sy employ ee huskyplanes .com Example: v, centrinity. com

« Enahle FTP
FTP zerver domain name:

ftp employee huskyplanes.com Example: ftp. centrinity.com

&d Muttiple Sites... Set up multiple web sites on this
senier, or multiple languages on a
web site.
a advanced “Wiew or update adwanced web and

FTFP settings. Normally, yvou will not
have to change these settings.

Cancel | oK I

6. Open the Gateways folder on the administrator’s Desktop

and double-click the Employee Services form.

7. Enter the groups to which you want to bind this service
(Employees), on the Directory tab:
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Internet gateway form

Lo Employee Services

Main | Scheduiing  Directary

Allowy these groups to use this service:

The senice is unrestricted 2
if this field iz blank or
contains All Users.

o= Employee

Access Directony inform ation
and set the incoming
pasaword for this senice

o= | Permiszions...

Limit access ta this senvice

&7 | Schedule on Close

Schedule the service after
wou close this form

Cancel

ok |

8. Click Directory Information and fill in Password: 8

G 20000000010 9[=0E3

File Edit Format Message Collaborate Wiew  Admin  Help

Rézume Desktop

Internet Directory Information form

& Gateway Directory Information

Session inactivity limit:

Lzer ICx 20000000010

Lazt name: Employes Services
Where: D: [-D-]

Last logged in:

Password: SHMHTHPZ|

Domain name:

Comments:

““ Privileyes

Groups: g Cther Sites Unlisted
@ User Limits

Diaily titre: litmit: Defaut  #|v| minutes

Cefault  #|~] minutes

| ]

Cancel
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Employee group form

9. Open the Employee group form, in the Groups folder on the
administrator’s Desktop, and select the Directory tab.

10. Enter Other Sites in Allow this group to view these groups:

Department group

Comments:

Organizational unit:

@ Cther Sites

File Edit Format Message Collaborate Wiew Admin  Help

&  Group name:

Festures | User Prefs | User Limits  Directory lSecuri‘ty] Services
Use this tab to define the names that this group's Directory can list. ﬁf-‘é Maodel Desktop

Allovwy this group to view these groups:

Do ot allovy this group to viewy these groups:

Cancel
Maximum number of multimatch names: Default i
Automatically fiter directory to this group L

Employes
Department group
Company i Recuire unigue names within this organizationsl unit

Lay out users' Destops

The Directony is unrestricted if this
field iz blank or contains the All Users, Legend
All Conferences and All Calendars

W« overrides the previous
groups.

setting to turn on this
Note: This may be cveridden by privilege

restrictions placed at a higher lewvel. overides the previous
setting to turn off this
privilege

leaves the status of this
privilege unchanged

i

This allows the Employees group to see the gateway form for
the new Employee Services cluster.

11. in the Customer Services Config folder
Double-click the Basic Internet Setup form.

12. Clear Enable SMTP and SMTP server domain name, on the
Mail tab.

13. Select Enable HTTP and Enable FTP, on the Web & FTP tab,
and enter www.huskyplanes.com in HTTP server domain
name and ftp.huskyplanes.com in FTP server domain name.
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Customer Services Basic Internet
Setup form - Web & FTP tab

®© Basic Internet Setup

File Edit Format Message Collaborate ‘iew Admin  Help

These tabs contain all the Internet setup information that you will normally need to supply.
Unless wou have an unusual Internet configuration, wou can ignore the other Internet forms.

Gereral Connecﬁon] Ml ] Mews Web & FTP lDirec‘tory UCEISpam] Service]
Uze this tab to zet upweb and FTP protocols.

«~ Enable HTTP
HTTF zerver domain name:

ey huskyplanes .com Example: vanw. centrinity.cam

« Enahle FTF
FTF zerver domain name:

ftp huskyplanes.com Example: ftp.centrinity.com

@ Muttiple Sites... Set up multiple web sites an thiz
sancer, or multiple languages on a
web site.

Acvanced “iew or update adwanced web and

FTF settings. Normally, wou will not
hawe to change these settings.

Cancel | ok I

The final step is to configure the domain names and Mail
Exchange (MX) records on the DNS server.

Now, Husky Planes’ customer web and Directory traffic will
route through the Employee Services clustered service, and all

employee traffic will route through the primary Internet
Services.

Clustering services by protocols and domains: scenario
3

You can cluster your Internet Services by combining protocols
and domains in your setup. In this scenario, we decided to
separate HTTP/FTP and SMTP/NNTP protocols for both
employees and customers on different services. In total, we have

four Internet Services machines running a combination of
domains and protocols.

The diagram below shows the structure we created:
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Scenario 3 dustering structure
FirstClass Server

Customer Internet
Services cluster

Employee Internet
Services cluster

HTTP &FTP HTTP &FTP, Directory

services

Employee Internet
Services cluster

SMTP & NNTP
(primary Internet Services)

Customer Internet
Services cluster

NNTP, Directory services

To accomplish the above configuration, follow these steps:

Note Leave any information not discussed in steps
cleared.

1. Create three new clusters, following the same steps in
“Creating a simple clustered service” on page 82:

e C News & Dir Services Config
» C Web Services Config
* E Web & Dir Services Config.

The primary Internet Services routes all employee mail and
news. We do not support customer mail services.

The Clustered Services folder should look like this:
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(lustered Services folder

% Clustered Services

File Edit Format Message Collaborate Wiew Admin  Help
@ = O »
£ Folder 0Files 4 Folders  Husky Planes : Administrator A Fr
C MNewvs & Dir Services Config C Weh Services Config E'wish & Dir Services Config
3 kems.

2. in the C Web Services Config folder
Double-click the Basic Internet Setup form.

3. Enter the required information on the General tab. 8

4. Select Enable HTTP and Enable FTP, on the Web & FTP tab,
and enter www.customer.huskyplanes.com in HTTP server
domain name and ftp.customer.huskyplanes.com in FTP
server domain name.
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(' Web Services Basic Internet Setup
form - Web & FTP tab

Basic Internet Setup

File Edit Format Message Collaborate ‘iew Admin  Help

These tabs contain all the Internet setup information that you will normally need to supply.
Unless wou have an unusual Internet configuration, wou can ignore the other Internet forms.

Gereral Connecﬁon] Ml ] Mews Web & FTP lDirec‘tory UCEISpam] Service]
Uze this tab to zet upweb and FTP protocols.

HTTF zerver domain name:

ey huskyplanes .com Example: vanw. centrinity.cam
« Enahle FTR
FTP zerver domain name:
ftp huskyplanes.com Example: ftp.centrinity.com
@ hiuttiple Sites ... Set up multiple web sites on this
sancer, or multiple languages on a
web site.
Wiew or update adwanced web and
Addvanced..
= FTF settings. Normally, wou will not

hawe to change these settings.

Cancel | ok I

5. Enter the name of the gateway, C Web Services, in Service
account on the Service tab.

This name must match the entry in Service name on the
Main tab in the C Web Services gateway form.

6. Clear all fields on the remaining tabs.

7. in the C News & Directory Services Config folder
Double-click the Basic Internet Setup form.

8. Select Enable NNTP on the News tab, and enter
customernews.huskyplanes.com in NNTP server domain name
and the name of the server that provides your news feed in
NNTP feed server.

9. Select Enable Finger and Enable LDAP on the Directory tab.
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(News & Directory Services Basic
Internet Setup form - Directory tab

®© Basic Internet Setup

File Edit Format Message Collaborate ‘iew Admin  Help

These tabs contain all the Internet setup information that you will normally need to supply.
Unless wou hawve an unusual Internet configuration, wou can ignore the other Internet forms.

General | Connection | Wil | News | twieh & FTP  Direstory | UCE/Spam | Service |
Uze thistab to enable Finger and LDAP protacals.

.« Enahle Finger

« Enahle LDAP

Wiews or update adwanced Directony

Advanced... zettings. Configure autom atic
aliases and inbound mail
addressing on this form.

Cancel | ok I

10. Enter the name of the gateway, C News & Directory Services,
in Service account on the Service tab.

This name must match the entry in Service name on the
Main tab on the C News & Directory Services gateway form.

The next step is to configure your employee services:

1. in the E Web & Dir Services Config folder
Double-click the Basic Internet Setup form.

2. Select Enable HTTP and Enable FTP and enter
www.employee.huskyplanes.com in HTTP server domain
name and ftp.employee.huskyplanes.com in FTP server
domain name, on the Web & FTP tab.

Select Enable Finger and Enable LDAP on the Directory tab.

Enter the name of the gateway, E Web & Dir Services in
Service account on the Service tab:
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E Web & Dir Services Basic Internet
Setup form - Service tab

Basic Internet Setup

File Edit Format Message Collaborate ‘iew Admin  Help

These tabs contain all the Internet setup information that you will normally need to supply.
Unless wou hawve an unusual Internet configuration, wou can ignore the other Internet forms.
General | Connection | Mail | News | Web & FTP | Directory | UCEfSpam  Servics

Use this tab to specify additional Internet Senvices settings.
Service account |E Web & Dir Services The name of your Sendce account

Internet Services priority
The priority of Intermet Sendces operations on this machine

£ High Internet Sernvices is ranning an a
dedicated machine

& Medium The server and Intemet Services
are running onthe same machine

Loy Other soffware is running on the
Internet Services machine.
Significantly reduces performance

Irtermet sessions: 10 ﬂ The maximum number of incoming
Internet protocol connections that
Internet Services will accept

L | Configure. . “iew or update the settings for the
Intermnet account

Cancel | oK I

This name must match the entry in Service name on the
Main tab on the E Web & Dir Services gateway form.

5. in the primary Internet Services folder
Double-click the Basic Internet Setup form.

6. Select Enable SMTP, Enable POP3, and Enable IMAP4 and
enter mail.huskyplanes.com in SMTP server domain name, on
the Mail tab.

7. Select Enable NNTP and enter news.huskyplanes.com in
NNTP server domain name, on the News tab.

8. Enter the name of the gateway, Internet in Service account on
the Service tab.

This name must match the entry in Service name on the
Main tab on the Internet gateway form.

The next step is to configure the gateway forms:

Note Service account and Service account number should
already be filled in on the Service tab.
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1. onthe C News & Dir Services gateway form
Enter Customer in Allow these groups to use this service, to
limit this service to your customers.

2. on the C Web Services gateway form

Enter Customer in Allow these groups to use this service, to
limit this service to your customers only.

3. on the E Web & Dir Services gateway form

Enter Employee in Allow these groups to use this service, to
limit this service to your employees only.

4. on the Internet gateway form

Enter Employee in Allow these groups to use this service, to
limit this service to your customers only.

The final step is to configure the domain names and Mail
Exchange (MX) records on the DNS server.

Now there are different Internet Services clusters supporting 8
different services on different domains.
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Using the Multiple Sites & Languages form

Using the Multiple Sites & Languages
form

The Multiple Sites & Languages form is an Internet Services
configuration file located in the Internet Services folder on the
administrator’s Desktop. Use the Multiple Sites & Languages
form to:

« specify multiple web sites and languages

 enable security certificates.

For a description of each field on this form, see our online help.

Specifying multiple web sites and languages 9

Use the Multiple Sites & Languages form if you want to maintain
a single site with multiple languages or multiple sites with
multiple languages. If you support a single web site with one
language, you do not have to use this form. If you support
multiple languages on a single web site, you must enter the
language codes on this form and you must have the language
settings files (for example, fr.fc or es.fc) present on your system
(see "Understanding languages" on page 121). If you support
multiple sites, you must enter the relevant information on this
form.

Husky Planes supports three domain names on one server, and
each site has its own alias. This means the IP address
192.166.0.0 is the same for the following three domain names:

« www.huskyplanes.com
o www.us.huskyplanes.com

» www.sp.huskyplanes.com
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Husky Planes Multiple Sites &
Languages form

0 Multiple Sites & Languages

Each web site has a different set of languages configured. This is
Husky Planes’ Multiple Sites & Languages form configuration:

Use this form to specify all the web sites yvou wish to be served by this 1S, “vou must prowide an alias for each site. Additionally, if S50 iz to be enabled or required far a
site, wou must provide a walid S5L Cerificate Name for that site.

The default values forthe HTTP and HTTFS ports can be found on the Adwvanced Web & FTP form. If wou specifiv an owerride port for 3 site running both HTTP and
HTTFS, then that port will be used for HTTPS and HTTP will use the default port. Therefore, if you wish to cveride both the HTTP and HTTPS port for the site, you

will need to use two entries.

Standard ] Legacy ]

web site aliss IP address
Canada 19216600
Uz

Spain

addste | Removesite
Domain names Languages Part: SSL Status: SEL Certificate Mame:
ey huskyplanes.com en,fr Defautt 4| =] Ensbled x| HP.cert
wewewy U huskyplanes com - (enes Detault ﬂﬂ Dizabled j
ey 2pain huskyplanes cor Defaut  #|v| Dizabled |

If you have registered different domain names for your multiple-
site setup, and therefore have unique IP addresses for each, you
would enter all of this information on the form. For information
on using the Multiple Sites & Languages form to set up your web
site(s), see Chapter 10, “Creating your web sites”.
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Creating your web sites

A FirstClass web site consists of FirstClass web templates,
FirstClass content (a post office), and site content (a home
page). Content is what is displayed to the user and templates
control how this content is displayed. Together, these comprise
your users’ web site experience.

In this chapter we will discuss:
« different web site templates
« different web site languages
* a single-site setup

+ a multiple-site setup 1 o

The default Internet Services web site setup

When you install Internet Services, by default the following
items are placed in the Internet Services/WWW folder on the
administrator’s Desktop:

« fulltemplates folder

The enhanced template set.

 .templates folder

The standard template set.

» .mobiletemplates folder

The template set for handheld devices.

e .OnlineHelp

FirstClass online help documents and online books.

» Images folder

Your web site images.
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* ClientDownloads folder

For information on this folder, go to the Start here\Add users
folder located on the administrator’s Desktop.

* Home Page document
The default homepage for your web site.
For information on developing web site content, see

Chapter 12, "Publishing content to the web".

FirstClass web templates define the FirstClass user interface —
the look and feel of your Desktop when you log in with a web
browser. FirstClass objects include:

» conferences
» folders

* FirstClass messages

FirstClass documents

and the different views of these objects (conference and list
views).

You can keep the default web template view, provided by the
shipping templates, or customize your own. For information on
customizing web templates, see Chapter 13, “Creating custom
templates” and our online help.

Displaying different templates
What users see on your web site is determined by:
 the browser they use
* the templates they get

* the system HeaderMatch document configuration.

You can have several sets of templates in your WWW folder, and
use the HeaderMatch document to steer incoming browsers to
them accordingly. To do this, place the different template sets in
separate folders with unique names, then configure the
HeaderMatch document to reflect this configuration. See
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Chapter 7, "Using the HeaderMatch document to plan your
system".

If you want to display a different template set as the default
without having to change the settings in the HeaderMatch
document, you can rename the folder in which the templates
reside, for example:

« if you want the .fulltemplates to be the default templates,
rename the .fulltemplates folder to .templates and rename the
.templates

« if you want a customized templates to be the default
templates, rename the customized templates’ folder and
rename the .templates.

Consider these structures:

user user user
browser X browser Y browser Z,
L L J L
FirstClass FirstClass FirstClass
web site web site weh site
b

templates X templates Y| templates 7.

In the above diagram, browser X supports enhanced features, so
the HeaderMatch is configured to steer all users on browser X to
templates X (full templates). This is what the user sees when he
logs into Husky Planes using browser X:
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Roy Allen’s Desktop using full

templates
B e (e & |Message | Newl g Fﬁ:;‘?rdé,l‘:nss'
e @ F

[t~ %ﬂ; r El-}" r
MailBox  Address Book  Calendar Home Page Folder

g Y TG TE

Bookmarks Help Employes Lounge  Management Ares
= f r @/ r &bé
s
ine Conferences  voice Greetings Personal conference
v B P [ hame Size Subject LastModified =

Browser Y does not support enhanced features, so the
HeaderMatch is configured to steer all users on Browser Y to
templates Y (standard templates). This is what the user sees
when he logs into Husky Planes using browser Y:

Roy Allen’s Desktop using standard

templates
F ®
Fiaies N FIRSTCLASS
FIRSTCLASS g . e
Business Edition
% Loggout
§= Directary.. |— Destination: — | Maove it =
q-::: Who's Online... =
Preferences. [ Address Book [T, Bookmarks [T e Calendar
£fil Show Deleted ftems [Ty EmployesLoungs [T Help [7® Home Page Folder
& search Il Whﬂailaox [T &% Menagemert ares [ f? Offline Conferences
c.! DS et [T 485 Personal conference [ @ Voice Greetings
484 News Conference
|Message j [RI= |
@ Help Conterits

Browser Z is the microbrowser used on a handheld mobile
device, so the HeaderMatch is configured to steer all users on
Browser Z to templates Z (mobile templates). This is what the
user sees when he logs in using browser Z:

120  Creating your Internet Services environment



Creating your web sites

Roy Allen’s Desktop using mobile

templates
p

0 Files 10 Folders

G Address Book
Bockmarks
Calendar
Employee Lounge
Help
Home Page Folder

F MailBox
Management Area
Offline Conferences

Voice Greetings

C ®

B4

& f®

B

e i PE(I = 2

You must have at least one .templates folder located in your
WWW folder.

Understanding languages 10

The templates shipped with FirstClass Internet Services are
language independent; they draw all of their strings from lang.fc
files. So, instead of having to translate each template on your
system, the correct language strings are pulled from the
appropriate lang.fc file. The only things you have to translate on
your site, if desired, are your home page and post office objects
(which are both independent of the language settings files).

Remember these points when configuring your server to use
multiple languages:

* the order of preference is set by the user’s web browser

The first language in this list is the user’s default language.
Internet Services uses the following search sequence based on
the user’s preferences as indicated by his browser:

* the user’s default language
 other languages on the user’s browser language list

« the default language defined for your server.
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The order in which you define languages on the Multiple Sites
& Languages form is not important, except for the default
language, which must be first in the definition list. Otherwise,
orders has no effect since it is the order of the preference of
the browser that is used.

e you can use any name to identify a language, as long as you
use the same name consistently
The same language name must be in:
 Languages on the Multiple Sites & Languages form
« the title of the site language folder in your WWW folder.

If you use unconventional names, browsers will not be able to
list them in their preferences unless you instruct them to do
so. Language names can consist of any alphanumeric
characters and the dash (-).

Note As a standard, settings files are named lang.fc,
where lang is the ISO code name of the language
that you want to represent.

* if the lang.fc file is not present for a language that you require

take a lang.rez file from a localized FirstClass client, rename
it to lang.fc, and all the strings will be translated in the web
templates the same way as they are displayed in the client

or

copy the contents of an existing lang.fc file to a new file,
translate the strings into any language, and rename the file
with the appropriate ISO code.

If you are creating a lang.fc file from scratch, choose a
character set appropriate for your language, see Charset Files
on FirstClass Online (FCOL) in the FirstClass
Webmasters\Resources\General Resources conference.

Note Use Windows character sets where possible; if
unavailable use Mac OS.

Location of language The lang.fc files are located in the:
files
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 Config folder on the Internet Services machine or in the
Internet Services folder, when Internet Services is running on
a dedicated machine and as a single-site

Note The Config folder is located in the folder containing
the Internet Services executable.

* Internet Services/WWW/site root folder, when running a
multi-site setup

Note Language settings files located in the Internet
Services/WWW/site root folder override the
language settings files in the Config folder.

 Internet Services/site root folder, language folder when
running a multi-site set with multiple languages.

In all cases, lang.fc files should be at the same level as your site
preferences form.

Creating a single web site

In FirstClass, you can create a single web site with either one
language or multiple languages. Creating a single web site is
relatively straightforward, as most of the work is done for you
upon server setup. Here is the basic structure for a single
language web site and a multiple-language web site
respectively:
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Single-site hierarchy

The Multiple Sites &
Languages form setup
for single web sites

& www L
i £ site 1 - N Site 1
---- £ templates ~Ben

"""" D templates
"""" (2 | fulltemplates

...... (] Tmages """'D.mobiletempl ates
------ @2 OnlineHelp e
""" L2 ClientDownlcads o HIERER
...... 2 ClientDownl oads
) HomePage . D) Homme Page
...... E: fr
"""" £ templates

£ funl templates
""" B mobiletempl ates

Dlmages
"""" O OnlineHelp
""" 0 ClientDownloads

"""" D Home Page

Both of the above structures have a folder with the site name,
site content (home page and other web documents), and a folder
containing web templates. The multiple-language site has a
separate folder for each language containing all of the same
folders and documents as the single-language site folder.

If you support a single language web site on your FirstClass
system, you don’t need to enter any information on the Multiple
Sites & Languages form. If you support multiple languages on
your web site, you need to enter the relevant information on the
Multiple Sites & Languages form, see Chapter 9, “Using the
Multiple Sites & Languages form”. For descriptions of the fields
on the Multiple Sites & Languages form, see our online help.

Creating multiple web sites

Creating multiple web sites, or multiple web sites with multiple
languages, involves more work than creating single web sites.

Keep in mind, though, that creating a multiple-site setup on your
system is merely an extension of the single-site setup. Regardless
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of how many extra sites you create, you must always have the
basic site structure.

Let’s take a look at the steps involved in creating multiple sites
for your organization.

Note From this point, we'll refer to any folders containing
templates as template folders.

To create multiple web sites:

1.

Choose and register a domain name for each of your
additional sites.

Choose one-word aliases by which your sites will be referred
to internally. For example, Canada or Spain.

Create separate folders in the WWW folder and use the same
name as the aliases you selected in step 2. These are called
the site folders.

Decide in what languages you want your site content
displayed.

Note You must have the language settings files installed
on your system if you want to serve out language
specific FirstClass content (see "Understanding
languages" on page 121).

Create language subfolders under the site folder.

Use the ISO language codes for the names of these
subfolders, for example, fr for French or es for Spanish.

Create a template folder(s) in each language folder (if there
are multiple languages), or in the site folder (if there is only
one language).

Note This must be done in order to display FirstClass
content on your site; otherwise, the contents of your
WWW folder will be served out to your users.

If you are using the same templates throughout your sites
you can alias your existing templates to all of the template
folders. If you wish to customize templates for a specific site,
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9.

you must copy the templates and customize them or create
new ones from scratch (see Chapter 13, “Creating custom
templates”).

if you want a unique look for a particular site

Make a copy of the Global Site Preferences form (Ctrl+drag
in Windows, Option+drag in Mac), rename it .sitepref, drag
it into the site-root folder(s), and customize the appearance
of that site.

Note Ifyouhave multiple Internet Services clusters, place
a .sitepref form in the individual site folder(s) for
that cluster.

Fill in the Multiple Sites & Languages form.

For each web site on the Husky Planes web server, we
defined a web site alias and registered one domain name.
The IP address listed indicates the default Husky Planes web
site.

We have the ISO names of our site language folders in the
next field. The order of the languages is important only for
the first language, as it is considered the default. After this,
you can place the languages in any order.

Note If you make a change or addition to Port or SSL
Status (that implies a change to the port(s) listened
on) you must restart Internet Services.

Remember If you have separate domain names registered for

user groups or organizational units defined on your
system, you must enter these domain names on
both the Multiple Sites and Languages form and on
the Service tab on the Groups form (see FirstClass 7
Administrator’s Guide for information on user
groups.

For a full description of the fields on this form, see our
online help.

Click Get Config to refresh your changes.
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When you make any subsequent changes to the Internet
Services config forms (forms inside of the Internet Services
folder) and files, click Get Config to update your changes
(see Chapter 18, “Monitoring your system”). If you still find
that your web site is loading old information, do a Flush
Cache located on the Internet Monitor, (see Chapter 18,
“Monitoring your system”) or a Flush HTTP Cache, located
on your Internet Services console, (see Chapter 18,
“Understanding the Internet Services console”).

10. Create your site content for each of your sites (see
Chapter 12, “Publishing content to the web”).

Husky Planes site setup

Let’s take a look at an example based on the Husky Planes web
server. The following diagram represents the different web sites
and languages configured on Husky Planes:

Husky Planes North America site structure £
WWW
=) = | M
Canada Us Spain
En Fr En Es
web site web site web site web siie web site
comtent | templates coatent ” templates coatent ‘l teniplates comtent ” templates coatent ” templates

In the above example, Husky Planes has three different web sites
pointing to the same server machine: Canada, US, and Spain.
Canada and US each have separate folders for the two different
languages they support. Each folder has a home page in its
respective language, but no translated post offices. The Spain
site has only an English home page.

Let’s look at three different users accessing these web sites with
different languages set in their browsers.
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Jacques Bertrand from Canada has two languages set in his
browser’s preference list: French as the default and English as
his second language. Lucy Tyler from the United States has two
languages set in her browser’s preference list: Spanish as the
default and English as her second language. Enrico Hernandez
has Spanish as his only language choice in his browser’s
preference list.

The following table explains what these three different users
would see when accessing Husky Planes with their web

browsers:
Alias Jacques Bertrand Lucy Tyler Enrico Hernandez
Canada French English English
us English Spanish Spanish
Spain Default Default Default

Since the Canada site supports both English and French site
content and templates:

» Jacques Bertrand will get the French home page and
templates

e Lucy Tyler will get the English home page and templates

» Enrico Hernandez will get the English home page and
templates.

Since the US site supports both English and Spanish site content
and templates:

 Jacques Bertrand will get the English home page and
templates

e Lucy Tyler will get the Spanish home page and templates

» Enrico Hernandez will get the Spanish home page and
templates.

Since the Spanish site supports only English site content and
templates, all three users get the default, English, only.
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Other useful web site tips

Some other things to keep in mind when creating and
administrating your web site(s) include:

¢/ When unauthenticated users access the web site, they log into
FirstClass as the Internet gateway account and are subject to
the restrictions for this account. Once users authenticate
(answer the login dialog), they are logging into FirstClass as
themselves, and have all of their normal permissions and
privileges.

¢/ The Web Users privilege group is an override group and is
applied to all logins through the web. If a conference has Web
Users disallowed in its permissions list, then no web login will
be able to enter this conference.

v/ Internet Services now uses a FirstClass Protocol (FCP)
connection to the server for each user logged in, regardless of
how many connections are made from the browser.

Not only does this make configuring the server easier for
you, but the performance is improved because Internet 1 o
Services no longer has to open, validate, and close multiple
sessions. Also, there is no longer the issue of determining

how big a pool of remote sessions there must be. If you

want to support 20 remote sessions, you buy 20 remote

licenses. There is a one-to-one ratio. The session is released

when the user hits the logout button or times out.

We recommend that you use the Web Users group as your
method of setting Session inactivity limit on the group setup
form. Users will get a shorter time limit when logged in
over the web even if the All Users group is set to a long
timeout.

FirstClass 7 Internet Services Administrator's Guide 129




Other useful web site tips

130 Creating your Internet Services environment



Customizing your web user’s interface

Customizing your web user’s interface

You can easily customize your user’s web interface when users
log into your FirstClass server using a web browser. This is done
through the Global Site Preferences form (or the .sitepref form
if you have a multiple-site setup, see Chapter 10, “Creating your
web sites”), located in the Internet Services folder on the
administrator’s Desktop.In this chapter, we will go through
Husky Planes’s setup of this form, and show which form fields
affect which areas on the web site. For Global Site Preferences
default settings, see,"Global Site Preferences form defaults" on
page 109 in the Appendix.

Global Site Preferences form 1 1

Global Site Preferences -
Display

The Global Site Preferences form lets you customize the display,
colors, fonts, and images displayed to the web. These settings
are universal for your web site and provide your users’ web
experience when they log in. Users cannot override these
settings.

Use this tab to set the number of items displayed per page, the
number of items downloaded from a conference, page width,
position of menu items and icon size. Husky Planes uses the
standard default settings for optimal system performance.

Note The items displayed refer to leaf objects (documents
and messages) not container objects (conferences
or folders) which are always listed.
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Global Site Preferences form -
Display tab

© Global Site Preferences

File Edit Format Message Collaborate Wiew Admin Help

Display ]Colors ] Forts ] Images ]

List page si& o ~ Hesp threads together
Lizt dowwenload size: 100 = Menu: Text Left j
Mumber of calumns: |3 #| lcan size: Small |
Page wicth: 100%
Cancel | Ok |

Listpagesize  20. The maximum number of items per page
that are actually displayed when viewing
conferences on the web. Page size is used to
control the display so that an appropriate
number of items appears on the screen for the
size of the average user’s monitor. If your
system has a small bandwidth (capacity), it is
recommended that you don’t set this number
to more than 20. You can play with the
number until you are satisfied with your
system’s performance.

Keep threads  Selected. Checking this box causes the web

together table manager to display threads in their
entirety. This occurs even if the threads extend
beyond the normal page size.
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Number of
columns

Page width

Menu

lcon size
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100. The number of items downloaded from a
conference listing but not necessarily shown.
By default, 100 items are downloaded.
However, administrators with many users that
have modems or other slow connections, may
want to set this option to 50 - 75 items to
improve performance. A lower number is
faster but may cause threads not to be kept
together (reduces fidelity), while a higher
number keeps threads together (boosts
fidelity) while slowing performance.

On Husky Planes, this option is set to 100. This
means that Husky Planes initially downloads
100 documents and caches 100 documents.

3. The number of columns for folders and
conferences in List view.

100%. The overall table width. This number

can be in either pixels or percentage. If using 1 1
pixels, input just the number, for example,

300. If using percentage, input the number

and percent sign.

Text Left. Controls the position of the menu
items and whether to display text plus small
icons, or just buttons.

With the 'text’ options, small icons are always
displayed regardless of the position.

Small. Controls the size of the icons displayed.

Here are the areas on a web site that are affected by the Display

tab fields:
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Display tab fields
L Page width ]
powered by .
FIRST CLASS — ———
HUSKY PLANES HUSKY PLANES
% Logout
= 3 Hi
5: Directory
o Wbz Online I—Target— vI howve | x
B3 Private Chat
ExT lcon size
ZO Show Deleted ftems = r Mews & conferences
Search
EE Freterences M E pe [@® Bookmarks Il Offline Conferences
[ Mew Folder [T E] Personnel B4 Calendar T B Staft Meetings
IMessage vl e | M3 Budget voice Grestings M # Address Book
Number of
C- Il Horglg Page Folder
ESLLE s $ 4 4— columns
v EBF [ Name Size Subject Last Modified
Mehu 0 Job Postings G.K Y5 Technical vyriting Positio 2001 /0343 09:11 Ak
List page size| r & Centrinty . url 1K Centrinity Wiebsite 1999/ 2030 12:49 PM
Licly e Hardhware Budg :
0 Budget 2000 15K e Hared Buclget 20011031 3 09:05 AM

Global Site Preferences-  Use this tab to set page, toolbar, title and row colors for your

Colors web site. All colors are configured in standard RGB numbers.
Husky Planes uses the standard defaults for all of the settings
except for Even rows and Odd rows.

Global Site Preferences form - Colors
tab

File Edit Format Message Collaborate Wiew Admin  Help
Digplay  Colors ]Forﬂs] Images]

Pages: Table headings: ll
Forms: | Column headings: |
Toolbars: | Even rows: |
Page titles: B | Odled rowys; ~|
Section titles: Al Farm body: ~|

Cancel | Ok |
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Pages Default. The background color of each
page.

Forms Default. The color of each form.

Toolbars Default. The color of the toolbar on each
page.

Page titles Default. The color of the page title row on

each form. Not visible in conferences or
folders in list view or in Calendar views.

Section titles Default. The color of the section title row
on each form.

Table headings Default. The color of the table headings
row in a table.

Column headings Default. The color of headings of columns

in a list view. 1 1
Even rows White. The color of even rows in a list view.
0dd rows Grey. The color of odd rows in a list view.
Form body White. The color of a form body.

Here are the areas on a web site that are affected by the Colors
tab fields:
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Colors tab fields
powered
RST

% Logout
= Desktop
Address Book
8 calendar
& Upone Level
5 ERENCEEE CET Personal Stuit [0 Mestings and Reports [ 00 Old Messages
2 Directory
o " i

) [ME0 Document Libeary :
su RS ORline Column headings
B3 Private Chat
| Show Deleted tems
£ Search
CI o Pl rar Calendar 1K &t S901 513 PM

Message - Newl Oar Calendar 1K at &80 513 PM Even rows
5 r=a To Brad J. Albon 1K test autoforward Odd rows
3 Help
* Toolbars » Oar Calendar 1K Workgroup for budoet process st £
i Pages -~
Page titles

Showy weeek numbers: IND .l

Wieek start day: I Sunday 'I -

Section titles

Showv nevvest tems first: IYBS 'I

Do nat showe tems that have been read: I Mo 'I
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Mame: Yoice Greeting
Greeting type: External Greeting
Status: Disabled
Commerts:

Mumbers dislied:

Caller numbetrs: \
Addressing Options:

Forms
Call Handling
Call handling: Mormal handling
Allow callers to transfer: [4
Override transfer menu preferences: [
Key: | Transfer to number: Table headings

Fralmadiilio

l  FIRSTCLASS’ l 1

Business Edition

From: 4 Administrator

Subject: |

Diredory:l T_Dlil Beo: |

Tor =]
=
Ce: _ﬂ
5|
Bize: 2]
[
At'tal:hmants:l Browse... | Aftach... I

Cancel |

Test changing the colors on your Global Site Preferences form

and then viewing your FirstClass Desktop on the web. After each
change, remember to do a Get Config and if you find that your
web server is caching old information, do a Flush Cache. These
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functions can be found on the Internet Services Console (see
Chapter 18, “Understanding the Internet Services console”) or
Internet Services Internet Monitor (see Chapter 18, “Monitoring
your system”).

Global Site Preferences-  Use this tab to set titles and text font attributes for your web site.
Fonts Husky Planes uses the standard defaults for all of the font
settings except Navigation text.

Global Site Preferences form - Fonts

tab
“ Global Site Preferences

File Edit Format Message Collaborate View Admin  Help

Display] Colors  Fonts llmages]

Page titles: Geneva Arial Sans-Serif = 14 gt =
Secondary page titles: | Geneva Arial Sans-Serif = #| ut. I -
Section tiles: Geneva Arial Sans-Serif ~ 1z #Het. -
Summary bar text: Geneva Arial Sans-Serif > 1o 4] et =
Standard text: Geneva rial Sans-Serif > 1o 4] et I -
Listings text: Geneva rial Sans-Serif > 1o %] et I -
Mavigation text: Geneva rial Sans-Serif > 1o %] et I -

Cancel | 0K |

Page titles Default. The title of the page. Not visible in
conferences or folders in list view, or in
Calendar views.

Secondary Default. The second title on a page. Secondary
page titles page titles are only visible in Calendar views.

Sectiontitles  Default. The title of each section on a page.

Summarybar  Default. The page summary text at the top of
text each page.

Standard text Default. All text in the envelope on a form.

Listingstext  Default. The text for items in a list view.
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Geneva, Arial, Sans-Serif, 11, purple. The text
in the Menu that is displayed on each page.

Navigation
text

Here are the areas on a web site affected by the Fonts tab fields:

Summary bar text

Ca
=
&
4
&
ER
i

powered by

FiIrsTCLASS

Logout

Dezktop

tailboe:

Calendar

Up Cne Level
Directory

Whio's Online

Private Chat

Showy Deleted fems
Search

Mesw Personal Address
Mesae Perzonal kail List
M Folole

Hel

Navigation text

: Biook i i LI Allen
-

I —Target— I Mowe | &

AR R B i

[F] Mame E-mail address Business Phone dokr
[E] Mew Personal Address 1 1
[l Mew Perzonal Address  email@domain.com
[E] Mew Personal Address
[l Mew Perzonal Address
[¥] Mew Personal Mail Li
[l Mew Perzonal Addres
[E] Mew Personal Addres
Listings text
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280/ Q0.

S
HUSKY PLANES

480/,

A
HUSKY PLANES

L
HUSKY PLANES

From: § Roy &llen

Subject: |

irectory:l T_Dlil Beo |

ol 0

Page title

Standard text

Bee:

13 N R 31 R

Atachments: Browse |

Showe wweek numbers: I Mo vI
Week start day: I Sunday 'l

Section titles

Show newest tems first: IYBS 'l

Do not showy tems that have been read: I Mo VI
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28/ Q50

—
HUSNY PLANES

0

S
HUSKY PLANES

008z

T
HUSKY PLANES

4 Sun 19, 2001 - Sat 25, 2001

sun Ty
19

Mon ¢j | Secondary page titles
20 {only seen in Calendar)

"

Tue (5]
2

Wed Ty
22

Use this tab to set unique background images, company logos,
and any advertising banners that will appear on your web site.
Husky Planes uses the standard default for the logo and no
background, but uses its own company banner to span the top of
the web site.

11

2. Global Site Preferences
File Edit Format Message Collaborate

View Admin  Help
Display | Colors | Forts Images

File: Tootig LRL

Background image:
Small company logo:
Acvertizing bannet:

it iy certrinity com
it ity huskyplanes oo

PravrelByFC gif
banner gif

Centrinity
Husky Planes

[

Cancel

Default. The background image of your web
site.

Background
image

141
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Global Site Preferences form

Small
company logo

Advertising
banner

Default. The small logo on your web site.
When a user hovers over the logo on Husky
Planes the popup 'FirstClass' appears. If a user
clicks on the logo, she will link directly to the
Centrinity web site.

banner.jpg. The banner on the web site. When
a user hovers over the banner the pop up
"Husky Planes’ appears. If a user clicks on the
banner, she will link directly to the Husky
Planes web site.

Here are the areas on a web site that are affected by the Images
tab fields:

Husky Planes...your carrier of choice!

Contents _ _ _
Products Husleyr Planes 15 one of the most diverse air transport
companies m the world. We buy, sell, and lease both small and
small planes large atrcraft. In addition, we provide personal and company
Large planes transportation serwices, and cargo transport -- to anywhere it
Purchases & Sales the world! Husly Planes also provides maintenance on your
Buying own planes -- simply contact us. We are easily accessible from
Selling atywhere in the world through a large croup of efficient
Leasinz resellers. Look for a reseller in your areal
Services . .
e transnort At Husky Planes, yOur success is our goal. To this end, our
) resellers can customize a service package for you or your
Maintenance ot
organization -- at an excellent, low rate. We offer company
Where to huy tours at our main office, an online catalogue of planes for sale
Eesellers and lease, and online support to answer your sales or techrical
Locations questions.
March 24, 2002
Links

Press Room » hvesiors » Careers » Contact us

2001, Husky Planes™ Ine. Al rights reserved.

powered by .

FIRST

CLass
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Depending on the name structure, your images and other
resources can reside in a number of different places. Once
images are entered in the Global Sites Preferences form, Internet
Services must access them. There are three places where images,
logos, and banners can reside (listed in the order they are
accessed):

« if the name of the image or resource starts with a tilde (~),
Internet Services looks in the Home Page Folder located on
the user’s Desktop, for example ~image.jpg.

« if the image or resource has a period (.) in the extension (for
example, .gif or .jpg), Internet Services looks in the Images
folder located in Internet Services > WWW folder > site name
folder (if applicable)

The Images folder must be at the same level as your

.templates folder. This is the site root level unless you have

multiple sites or multiple languages. All images in this folder

must have a valid extension (for example, .gif, .png, or .jpg).

If you want the same FirstClass client background images to

show up when you access your Desktop on the web, you must 1 1
place them in the Internet Services/WWW/Images folder.

« if the image or resource has no extension Internet Services
looks in the pictures.fc file

The Pictures.fc resources file contains images that cannot
reside in the Images folder, such as Mac OS PICT files (Mac
OS image format). These PICT files must not contain an
extension in the file name (for example, Default instead of
Default.pict). If you mistakenly add an extension to one of
these image files, Internet Services will look for them in the
Images folder instead of the pictures.fc files. By default, the
Pictures.fc file does not exist. You must create this file and
place it in FCServer/Config located on your hard drive or in
the same place as the lang.fc files.

Note You cannot have an object called Pictures, as the
name is reserved for the pictures.fc file.

Internet Services can also access images by a fully qualified path
in your document. For example, www.ads.com/myads/
imagel.gif.
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Web icons and the Web icons and any custom icons can reside in the Icons.fc file. If
icons.fcfile you want the same client icons to display when you access your
Desktop on the web, you must add them to your Icons.fc file.

The icons.fc file can reside on your server’s hard drive in the
FirstClass server/Config folder, in the Internet Services/WWW
folder on the administrator’s Desktop, or in both locations. The
icons.fc file on the Desktop overrides the file on the hard drive.
If you have multiple sites, you can have an icons.fc file in each
site folder at the root level (at the same level as a .sitepref form).
The presence of this file in separate site folders overrides the
default icons.fc for the main site.

After configuring the Global Site Preferences form for Husky
Planes, this is what Roy Allen’s Desktop looks like when he logs
in through the web:

Roy Allen’s FirstClass Desktop - web

view
powered by . “
FIRSTCLASS e . T~
HUSKY PLANES HUSNYT PLANES HUSKYT PLANES
% Logowt
v 3 Fil 3 Hu Fla
EL_ Directary : i
fon Who's Online |—Target— j howe | M
B3 Privats Chat
fxi
:D show Deleted ftems M &5 MaiBox - Mews [N conferences
Search
CE  Preferences [N Froject Budgets Il Bookmarks Il Offline Conferences
1 Mew Folder MG Personnel I B4 calendar [T & cStaff Meetings
I Message j Iy | M0 Budget Il “oice Greetings [[E Address Book
2 Hep Il Home Page Folder
v E ™ [ Name Size Subject Last Modified
O Job Postings BAK = Technical Yariting Positio 2001034 3 09:11 Abkd
& Ceritrinity url 1K Certrinity Website 19994 2030 12:43 PM
O Budget 2000 15K Meswy Hardwware Buddget 200110341 3 09:05 A

If a user wants to customize his Desktop, she can do so through
local web preferences from her client (see our online help).
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Global Site Preferences form defaults

The Global Site Preference defaults are as follows:

Display

List page size 20

List download size 100

Number of columns 3

Page width 100%

Keep threads together selected
Menu text left

Icon size small
Colors RGB values
Pages 255 255 255
Forms 192 192 192
Toolbars 192 192 192
Page titles 85 85 85 1 1
Section titles 153 153 153
Table headings 153 153 153
Column headings 153 153 153
Even rows 243 243 243
Odd rows 255 255 255
Form body 255 255 255
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Fonts

Page titles

Secondary page titles

Section titles

Summary bar text

Standard text

Listings text

Navigation text

Geneva, Arial, Sans-Serif
14 point
RGB: 255 255 255

Geneva, Arial, Sans-Serif
14 point
RGB: 00O

Geneva, Arial, Sans-Serif
10 point
RGB: 000

Geneva, Arial, Sans-Serif
10 point
RGB: 255 255 255

Geneva, Arial, Sans-Serif
10 point
RGB: 00O

Geneva, Arial, Sans-Serif
10 point
RGB: 000

Geneva, Arial, Sans-Serif
10 point
RGB: 000
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Images
Background image

Small company logo

Advertising banner

<blank>

PwrdByFC.gif

FirstClass
http://www.centrinity.com
banner.gif
http://www.huskyplanes.com
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Publishing content to the web

Any information on your FirstClass system can be served out to
the web. This information includes:

* FirstClass server conferences and folders (original containers
or aliases)

* FirstClass documents

* FirstClass home pages

e HTML documents

 external folders (see our online help)

* any combination of the above. 1 2

Creating a home page using a text editor

You can create home pages using a standard text editor or a
FirstClass document. When serving out your home page to the
web, Internet Services looks for a file with valid HTML code, a
FirstClass document with regular text and images, or a
combination of both. The home page must reside in the Internet
Services > WWW folder on the administrator’s Desktop. If you
support multiple web sites, you can create a distinct home page
for each one (see "Creating multiple web sites" on page 124).

You can create an HTML file using a simple text editor. Internet
Services will automatically search for HTML files with the
following names:

o default.html, default.htm, default.shtml, default.stm
* index.html, index.htm, index.shtml, index.stm
¢ home.html, home.htm, home.shtml, home.stm

e home page.
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Once Internet Services finds a file with one of these names, it
automatically opens it. If none of these files exists, the contents
of the WWW folder will be rendered out in HTML format.

Note: Never include more than one home page in any
Internet Services folder.

If you wish to have an HTML file which includes references to
conferences or external folders, you need to include the
appropriate HTML code. FirstClass server conferences and
folders in the WWW folder can be referenced by HTML code in
the same way any files or folders are referenced. For example, if
you have a folder named Services you wish to reference in the
same location as the HTML file, use this code:

HTML code <a href="Services”>Services</a>.

Creating a home page using a FirstClass document

Open a home page using a FirstClass document through
Message > New Document Special > Site Web Page. This file
can contain regular text, literal HTML code or a combination of
both. Also, you can name this file anything and it does not
require an extension. Keep in mind, any FirstClass document
named Home Page that appears in a conference or folder will
render as the main page for that container object. Make sure you
place this document in the correct location.

The Literal HTML style in the client (Format > Style > Literal
HTML) can be used to insert HTML code into messages and
documents. To do this, highlight the code you want converted
and apply the Literal HTML style to it. This HTML will not run
through the normal style run processing and will be output as is
for interpretation by the browser.

Creating site content

When Internet Services is first installed, the root public web site
is in the WWW folder, and any content you place there is
rendered out to the web. As stated earlier, this content can
consist of HTML files, or FirstClass content such as conferences,
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folders, document, and messages. Any content placed here is
subject to standard permission restrictions, so placing a
restricted conference in your web site will lead to a login dialog
that requests for the user to provide a valid user ID and
password.

To create site content, open the WWW folder in the Internet
Services folder located on the administrator’s Desktop. Place any
documents, conferences, or folders (or aliases of these
containers) in the WWW folder that you want to serve out to the
web. Internet Services renders on the fly, so changes to
conferences or folders will be automatically displayed when the
user reloads the web page.

Let’s take a look at the contents of the Husky Planes WWW
folder:

Husky Planes WWW folder
& www CEX
File Edit Format Message Collaborate Wiew Admin  Help

1 2 + aRS

a = o Bepd 12
385 Conference 2 Files 13 Folders  Husky Planes : Administrator P @ F
E[[d]Mame =] size]E[sublect Last Modified
E AullTemplstes 1K Full Template Set 2002 202 PM
I: mobiletemplates 1K for handheld devices 272002 10:55 AW

. AOnlineHelp 1K Help GM352001 3221 PM
i Templates 1K Standard Template Set JFI2002 10:19 AN

Buziness calendars 1K 32472002 646 P
Careers 1K 2R712002 10025 Ak

[=] Images 1K Images 32902001 9:32 AN
I: Irvestors 1K 22712002 10:25 A
I: Press Room 1K 2U27I2002 10:23 AM
t Products 1K 20272002 10:26 AM
I: FPurchazes & Sales 1K 22702002 10:28 A
I: Services 1K 202712002 10:26 AN
[ wihere to by 1K 2ETI2002 1026 S
B[]0 ]rame |_size|=l|Subject |Last Mocditied =
[E] home page 13K FCS Business Edition Homepage 202172002 1:15 PM

1 ftem.

As you can see, Husky Planes has a number of folders,
conferences, and documents that are published to web users.
One document, home page, is Husky’s landing page.
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The Husky Planes administrator chose to create a home page as
a FirstClass document, using a combination of FirstClass editor
features, HTML, and Literal HTML. Let’s take a look at the some
aspects of the home page source code:

HTML used in the Husky Planes

home page
HUSKY PLANES HUSKT PLANES HUSKY PLANES HUSKY PLANES HUSKY PLANES
<hr>
{table cellpadding=2 cellspacing=8 border=8>
<tr>
{td><{table cellpadding=2 cellspacing=8 border=8>
<tr>
<td colspan=2 nowrap><font size="5" color="H#880800"><b>Contents </b></font><{/td>
<Atr>
<tr>
<td colspan=2><font size=""2"><b>Products</b></font><{/td>
<Atr>
<tr>
<td rowspan=2><{img src=""/images/pixel.gif" width=18 height=1 border=8>{/td>
<td><a href="/Products/Small Planes/"><font size="2">Small planes</font><{/a><{/td>
{Ate>
<tr>
<td><a href="/Products/Large Planes/"><font size="2">Large planes</font></a><{/td>
{Ate>

At the top of the home page, we embedded an image. Next, we
built our table in standard HTML code, converted it into literal
HTML, and referenced conferences we have aliased on our home

page.

In the next section of code, we used FirstClass editor features to
change the font and color of our text:

FirstClass editor features used in the

Husky Planes home page

<td ua11gn="tup">Husky Plamzs...yuur carrier of choice f<or>

<blockquoteX<color="#0888888"> Husky Planes is one of the most diverse air trans port companies in the world. We buy, sell, and
lease both small and large aircraft. In addition, we provide persanal and com pany transportation services, and cango transport — to anywhere in the
wiorld! Husky Planes also provides maintenance on your own planes — sim ply contact us. We are easily accessible from anywhere in the world
through a large group of efficient resellers. Look for a reseller inyour areal

At Husky Planes, your success is our goal. To this end, our resellers can customize a service package for you or your organization — atan
excellent, low rate. We offer com pany tours atour main office, an online catalogue of planes for sale and lease, and online support 1o answer your

sales ortechnical questions. </blockquote}<{/td>
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Publishing content to the web

In the final section of code above, we used FirstClass to create
links to four areas on our web site (for details on linking, see our
online help).

2881. Husky Planesl

@Pr\ess Room « @In\v\emm . @Careers . @Conmt us

Inc. All rights reserved. <img src="/images/dove.gif"><{/table><{/td>

Husky Planes home page

This is what the Husky Planes home page looks like when
Internet Services serves it out to the web.

e s

= W
TUSEY LA

s
BN *LANTS

Husky Planes...your carrier of choice!

Contents
Producis . . . -
ms u:u ) Husley Planes is one of the most diverse air transport companies in the wotld.

=mal planes We buy, sell and lease hoth small and large aircraft. In addition, we provide
Large planes personal and company transportation services, and cargo transport -- to

Purchases & Sales anywhere in the waorld! Husky Planes also provides maintenance on vour own
Buying planes -- sinply contact us. We are easily accessible from anywhere in the
Selling world through a large group of efficient resellers. Look for a reseller in your
Leasing areal

Services . .
o At Husky Planes, your success is our goal To this end, our resellers can

argo transport . K T

Maint customize a service package for you or your organization -- at an excellent,
ALHOIENANCE low rate. We offer company tours at our main office, an online catalogue of

Where to huy planes for sale and lease, and online support to answer your sales or technical
Eesellers questions
Locations

Apeil 15, 2002

Press Room = Investors = Careers » Contact us

Note Internet Services only includes HTML templates for
the standard forms. If the conferences or folders you
publish include customized forms, you must include
customized HTML versions of those forms (see
FirstClass 7 Designer).
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Creating custom templates

You can customize your FirstClass templates to reflect the type
and appearance of information that you want served out to your
web users. You can make changes to the existing templates,
located in the WWW\.templates folder on the administrator’s
Desktop, or you can create brand new templates to replace the
existing ones.

For information on customizing templates, see Online Books in
our online help.

Creating custom forms and templates

13

You can create custom templates in different ways:

 copy an existing template into a FirstClass document or text
editor, and customize the code

» create a new form using FirstClass Designer, and save it as an
HTML document (see FirstClass 7 Designer)

Note If you want to use custom forms for your web
site(s), you must also create an HTML template of
this form and place it in the appropriate template
folder.

 create a new document in FirstClass or a text editor using
HTML, JavaScript, and Internet Services Script (IS Script).

In all cases, use X-FC-tags to customize your templates. X-FC
tags work only in server-parsed HTML files. Internet Services, as
shipped, considers the following files to be server-parsed:

« files ending in .SHTML or .SHTM
 include files (.INC)
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 templates (from the .templates folder).

Custom templatesinthe If you are using custom templates, you can put them in a

WWW folder name.templates folder (where name is any name you give the
folder) located in the Internet Services/WWW folder on the
administrator’s Desktop. You can also place custom templates in
the default templates folder (.templates), depending on what
browser you want pointing to these templates. When you are
arranging your templates in the WWW folder, make sure the
correct templates are in the correct folders.
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Creating CGls

While HTML allows you to create only static content, a Common
Gateway Interface (CGI) allows you to create active content. An
advantage of using CGIs over HTML is that they can be used to
create interactive forms or continuously updated fields, such as
web hit counters or date fields.

The cgi-bin folder

The cgi-bin folder (an external folder) is located in the same
folder as the Internet Services and FirstClass server executables.
The cgi-bin folder is not created by default, you must create it.

14

Since the cgi-bin folder exists on your Internet Services machine,
not in the Internet Services folder on the administrator’s
Desktop, only a user with access to your physical machine can
add or remove CGI executables.

How CGI works on your system

A CGI executable can be written in any language which will
create an executable object on your system. For example, C++,
Visual Basic, or Perlscript on Windows, and Applescript or
Perlscript on Mac.

Note If you are running a CGI executable written in Perl,
your machine must be Perl-enabled.

You must put the CGI executable in the cgi-bin folder.

You can also have subfolders separating CGIs into different
categories, depending on the complexity of the CGI. Also, if you
have two CGIs with the same name, you must place them in
different subfolders within the cgi-bin folder.
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Internet Services also supports a cgi-win folder for executables
that conform to the WinCGI protocol (for example, Visual Basic
applications). The cgi-win folder is also an external folder that is
not created by default, so you must create it in the same location
as the cgi-bin folder.

Basic (Gl syntax To use the CGI, simply call it from your HTML using the syntax:
e /cgi-bin/ execut abl e- nane?ar gunent s
or

e /cgi-bin/fol dernanel execut abl e-

nanme?ar gunent s
cgi-bin the folder name
foldername a subfolder name
execut abl e- nane the name of your cgi executable
arguments any additional arguments attached
to the cgi executable

You can place a link on a web page to the executable file.

Adding a CGl script

The following is an example of the CGI script we placed on our
Husky Planes home page to generate random links for our web
site visitors.

Note The CGI script is discussed only as it relates to
FirstClass. There is no discussion of how to
configure CGI files or write Perl script.

To add a CGI script on Husky Planes:

1. Create a cgi-bin folder in the same folder as the FirstClass
server and Internet Services executable files.

2. in the cgi-bin folder

Create a folder to hold your CGI script files.
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Here we created a folder called rand_link:

cgi-bin folder

¥ coi-bin E| [E| El
File Edit Format Message Collaborate VWiew Admin  Help
=) External Folder 0 Files 1 Folder Husky Planes : Administrator

rand_link

1 ftem.

3. Install all the CGI files in the folder you created in Step 2.

4. Follow the information contained in the CGI ReadMe to
configure your executable.

5. Add alink to your company home page (or any other HTML
document on your web site) using the line of code provided
in the CGI ReadMe document.

14

6. Log into your web site and test your CGI executable.

In Chapter 15, “Creating and editing the Aliases document”, we
will show you how to hide the CGI script we just created from
the browser.
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Creating and editing the Aliases
document

Use the Aliases document to run different scripts from your web
server while hiding these paths from users.

The purpose of the Aliases document is to:

« install a CGI written for a different web server (for example a
CGI written for an Apache server) where you don’t have
access to the CGI source files or they are too complex to
modify. For example:

« if a CGI is written in a programming language, such as C
or C++ and you only have the executable (.exe) file. 1 5

 if a CGI is written in Perl and you are not a Perl
programmer.

« trigger CGIs and hide them behind virtual names

This allows you to hide the source of the CGI and even the fact
that you are running CGIs on your system. For an example,
see "Hiding a CGI path on a web page" on page 163.

* hide or change URLs

This allows you to change the name of a publicly accessible
conference on your FirstClass system. You may want to
provide an alias of the old name to the new name, for people
who have bookmarks or to support requests made through
search engines. For an example, see "Changing a URL to a
publicly accessible conference" on page 164.
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The Aliases document is not a standard item on your system. You
must create this document in the Internet Services/WWW folder
on the administrator’s Desktop:

% Internet Services H|E| ['5_(|
File Edit Format Message Collaborate View Admin  Help
@ = O pe
3 Folder 11 Files 6 Folders  Husky Planes : Administrator e
WA FTP Java Fiters S5L Certificates cgi-bin - Internet Monitor
i
W
Baszic Internet Setup
) o d o
s s o
Advanced hail Advanced Mews Advanced Web & FTP
L o o d
v v i\
Advanced Directory Advanced DNS Multiple Sites & Languages
L) L)
v v
Global Site Preferences Headerhatch \;.,
Aliszes

10 kems.

Basic Alias document syntax
The basic syntax of each line in the Aliases document is:

keyword website URLpattern URLrepl acenent

keyword the word that begins the code line (for
example, ScriptAliasMatch or Alias)

website either * to indicate all web sites (or the only
site if the Multiple Sites & Languages form
is not used), or a web site alias optionally
followed by a period and a language

URLpattern describes the URL to match (depending on
the keywor d)
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URLreplacement | substituted (internally) for the requested
URL if the pattern matches

In all cases, the link in the browser will show the URLpat t er n,
and navigate to the URLr epl acenent .

Note Both URLpattern and URLrepl acenent are
case insensitive and regular expressions.

Code lines can start with either the Scri pt Al i as or
Scri pt Al i asMat ch keyword, to trigger CGI processing and
Al'i as and Al i asMat ch keywords for all other HTTP requests:

Aliases document examples

Hiding aCGl pathona
web page

The following are examples of:
* triggering CGIs and hiding them behind virtual names

* hiding or changing URLs.

15

In Chapter 14, “Creating CGIs”, we placed a CGI on the Husky
Planes web site. Now, we are going to provide an alias to the
same CGI executable in the Aliases document.

To create an alias to a CGI executable:

1. Create an Aliases document in the Internet Services folder
containing the following code:

Note The following code must be entered on one line.

ScriptAliasMatch * /[LI]inks /cgi-bin/
and_link/rand_link.pl/argunents (if any)

[LIJinks is the link name

rand_link is the name of the CGI folder in
the cgi-bin folder

rand_link.pl is the CGI executable name

arguments are any additional arguments
required for the CGI executable
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Note If you don’t want to match, use ScriptAlias.
2. C(lose the document.

3. Do a Get Config to update your changes.

You do not need to restart Internet Services.

When a browser requests the URL /Links (or /links) from your
server, the request is changed internally to / cgi - bi n/

and_l i nk/rand_l i nk. pl / and the CGI is run as if the
requested URL was entered as /[ LI ] i nks /cgi - bi n/
rand_l i nk/rand_li nk. pl ?.

Changing a URL to a You can hide or change URL paths to publicly accessible
publidy accessible conferences on your FirstClass system.
conference

For example, on the Husky Planes web site we have a conference
called Sold Product Customer Support for the different models
of planes we sell. However, we are now moving to a lease-only
model for our company but still want to provide support for our
customers who have bought our products in the past. Because of
our new business direction, the FirstClass administrator has to
move the Sold Product Customer Support conference inside
another conference called Old Product Support. Since most
customers who require customer support have the original
conference URL bookmarked in their browsers, we must ensure
they can still reach it without having to change their bookmark.

To solve this problem, Husky Planes’ administrator created an
alias of the URL /Sold Product Customer Support to the URL /
Old Product in the Aliases document. Following the basic Aliases
document syntax, keywor d websi t e URLpattern

URLr epl acenent , she entered this in the Aliases document:

Alias * "/ Sold Product Customer Support "<SP>"/
A d Product Support/Sold Product Custoner
Support"

The above line of code reroutes customers using their old
bookmarks to the new location of the conference.
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The Mimetype file

Multipurpose Internet Mail Extensions (MIME), is a specification
for formatting documents and messages so they can be sent over
the Internet. These documents include server-parsed files and
many non-html files such as:

 graphics
 audio

* video.

You set MIME types in the Mimetype file, located in the
FCServer/Config folder on your hard drive. Using this

configuration file, Internet Services maps file extensions, 1 6
Macintosh type and Macintosh creator information, to MIME

types. You can open this file with any ASCII editor (for example
Notepad (Windows) or SimpleText (Mac OS)).

You can use the Mimetype file to:

* associate file types with particular programs

* Render non-template documents

 enable browsers to display files that are not in HTML format

 inform Internet Services of which types of files to parse.

Although you can make changes to your existing Mimetype file,
it is usually not necessary for most standard FirstClass systems.
By default, the Internet Services Mimetype file is configured to
handle most widely used file extensions.

Associating file types with programs

The most common use of the Mimetype file is to associate file
types with programs. The standard length for both the
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Mimetype file syntax

Macintosh file type and Macintosh file creator names is four
characters. If you have less than four characters, you must use
double quotes (") around the entry and put spaces in for missing
characters (for example, "mp3 ").

The basic MIME type syntax is:

m ne typel subt ype<t ab>Mac type<t ab>Mac
creator<tab>fil enane extension

mime type is the type of file

subtype is the subtype of the file
<tab> is a space

Mac type is the Macintosh file type
Mac creator is the browser type
filename extension is the extension of the file

In keeping with the above syntax, a standard MIME type entry
might be:
t ext/ ht m <t ab>t ext <t ab>MsSI| E<t ab>. ht

This entry causes all files with an .html extension to be sent to
the browser directly.

For video files, you could enter this line of code in the Mimetype
file:

vi deo/ npeg MPEG nPEG . npeg

This entry causes all files with an .mpeg extension to be sent to
the browser directly.

Although it is a good idea to put entries in for each variable in
the MIME type syntax, the most important entries are the m ne
type, subt ype, and fi | ename ext ensi on. These entries
must be entered for the MIME type code to work. You can enter
question marks (?) for the Mac t ype and Mac cr eat or
variables, for example:

audi o/ basi ¢ ???? ???? .snd
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where this entry specifies a basic audio file with the .snd
extension, and both Mac t ype and Mac creat or can be
anything, as designated by the question mark (?).

Although there are many predefined MIME types, such as GIF
graphics files and PostScript files, you can also define your own,
by adding a line for each in the Mimetype file. Some commonly
used file extensions are:

e .shtml, .shtm, .shm, .inc
e .swm, .swmls, .wml

e .png, .pict, .bmp

e .txt

® .Css.

Rendering non-template documents

Markup language
example

Non-standard
extensions

The Mimetype file can also be used to determine which non-
template documents to render. 1 6

Typically, when a FirstClass web document is opened, a
template is used to render it. However, you may want to create
web pages using HTML, or some other markup language such as
Extensible Markup Language (XML), to display content on your
web site. Internet Services must have a way of sending these files
to a browser without using templates. You can accomplish this
by associating document extensions with specific file types.

For HTML documents, you could enter this line of code in the
Mimetype file:
text/ htm <t ab>t ext <t ab>Ms| E<t ab>. ht m

This entry causes all files with an .html extension to be sent to

the browser directly.

If you have inherited HTML pages with a nonstandard extension
that you want to maintain, for example .wws, you could enter
this line of code in the Mimetype file:

t ext / ht m <t ab>t ext <t ab>MS| E<t ab>. wws
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This entry causes all files with a .wws extension to be sent to the
browser directly.

Enabling browsers to identify non-html files

You can use the Mimetype file to enable browsers to identify
non-html files and do something with them instead of just saving
them to disk (for example, audio and video files). A typical entry
might be:

audi o/ mp3<t ab>"mp3 "<t ab>7?7?7??<t ab>. np3

audio is the file type

mp3 is the subtype of this file, "np3 " is the
Macintosh type (using less than four
characters)

m designates any browser

.mp3 is the filename extension

Rendering server-parsed files to the web

You can also use the Mimetype file to determine which files
should be server parsed. Server-parsed files are dynamic web
documents (.shtml extension) that are sent to the server before
they are displayed by a browser. This is different from static web
documents (.html) that are displayed by a browser without
passing through the server.
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The following diagram illustrates this concept:

Browser

Static page html

Internet Services

Setver-parsed file shtml  # :
L

FirstClass Server

When a browser hits a web site and calls a page, Internet

Services sends any non server-parsed files to the browser

directly. If there are any server-parsed files that need to be

displayed, Internet Services first sends the file to the FirstClass

server for processing. After processing is complete, the FirstClass

server sends the file back to Internet Services, which then 1 6
forwards it onto the browser to display.

Examples of server-parsed files are:

« files with .shtml extensions

 Internet Services web templates

» any documents that include IS Script in the code.

Below are examples of MIME type entries for server-parsed files:
e text/x-server-parsed-htm TEXT MOSS . shtni

e text/x-server-parsed-htm TEXT MOSS .shm

e text/x-server-parsed-htm TEXT MOSS .inc

Note The Macintosh creator code for Netscape is MOSS.

These lines of code identify any html file with extensions .shtml,
.shm, or .inc as server-parsed files.

For more information on sever-parsed files, see the Web
templates document in our online help.
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Using the Java and FTP folders

Java folder

Java folder

Use the Java and FTP folders, located in the Internet Services
folder on the administrator’s Desktop, to include Java enabled
features on your system and make files available for download.

The Java folder contains a FirstClass chat folder (including
FirstClass-supplied templates for the Java chat feature), and
FaxViewer. FaxViewer is a Java application that allows users to
view PCX and DCX on the web.

17

File Edit Format Message Collaborate Wiew Admin  Help
@ = O & &

3 Folder OFiles 2 Folders Husky Planes : Administrator & &

FCchat FaxMiewer

2 tems.

This feature allows your users to chat while logged in over the
web. You can also place additional folders, containing your own
Java applications, in the Java folder.

If you are running Internet Services on a separate machine from
the FirstClass server and you wish to run Java chat:

1. Create a copy of your Inetsvcs.fc file and call it PROXY.FC.

For more information about Inetsvcs.fc, see Chapter 6,
“Starting Internet Services and logging in”.

2. Connect your PROXY.FC file to your server.
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This file must be on the same machine routing your web

traffic.
Login settings
B Service Setup =T
ey . .
ﬁ) Connect vis: | TCP-IPFCP x| Configure...
@ User ID: acmin
Pazswword, [
Log in as guest
Log in automatically
Retry login: |0 #] times Retry delay. |0 _#| seconds
f)? Fillin if zervice iz accessible via the network
ﬁi Server: 192.158.DDD.DDD|
Metweork:
30 Fillin if service is accessible vis moderm or ISDN
@ Phane #:
Clears all nonconnection resources from Fluzh Cach
your settings file m
Cancel | Save |
The number you enter in Retry Login will specify the number
of concurrent chat connections you can have. Remember,
each connection consumes a session and therefore system
memory.
FTP folder
The FTP folder contains conferences, folders, and files available
for download using the FTP protocol.
FTP folder

File Edit Format Message Collaborate ‘Wiew Admin Help
= = O £

£ Folder 2 Files 1 Folder  Husky Planes ; Administrstor W F L

C v \

Financial news  Planes for trade Mechanics wanted

3 tems.
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You can upload files to the FTP folder (subject to permissions),
create FirstClass documents in it, or alias conferences and
folders to it. All information in this folder is available to
authenticated users, anonymous users (if you have this option
enabled), and FTP clients (any FTP program). For details on
enabling anonymous users, see "Advanced Web & FTP" on
page 58.

Uploaded files and documents, whether uploaded directly to the
FTP folder or to a conference aliased to that folder, are available
for FTP download. Messages within an aliased conference will
also be available, but not attachments to those messages. Any
attachments you wish FTP users to download should be
uploaded separately.

For Mac OS environments, files in the FTP folder must be in a
suitable form for downloading. For example, multifork Mac files
must be in BinHex or MacBinary format, since FTP does not
support multifork file transfers. Internet Services does not
perform conversion on-the-fly.

17
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Monitoring your system

Monitoring your system

One of the most important day-to-day activities you will perform
as an administrator is monitoring your system. Understanding
the monitors and log files, and the information they provide,
helps you proactively maintain your Internet Services system to
avoid any down time. Use the Internet Monitor, located in the
Internet Services folder on the administrator’s Desktop, to check
session load and determine whether you need to modify any of
the protocol settings.

Internet Monitor display

The Internet Monitor provides information on your Internet 1 8
Services activity and also lets you update Internet Services

changes and empty your cache remotely. When you double-click

the Internet Monitor icon, the form opens:
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Internet Monitor display

Internet Monitor

File Edit Format Message Collaborate Wiew Admin  Help

@ Internet Connection Last Reset: 328/2002 12:40:11 Py Vers: 6174
Status Active connections Peak  Hisitems Transferred

Cutgoing mail:
SMTP @ 0o 1] Ok
MWTP @ 0o 1] Ok
Total 1} @ 1} Ok

Internet sessions:
SMTP
MMTP
POPS client
HTTP
FTP
POP3
IMAP4
LDAPFinger
Total

0k
0k
0k
0k
0k
0k
0k
0k
0k

[T = Y = T = R = T = Y = R = R =
o o0 o0 o0 o oo oo

Reset. | Get Config Flush Cache

Internet protocols are divided into two groups: outbound and
inbound. The outbound group consists of outgoing SMTP mail
and NNTP news. The first Total line refers only to outbound
protocols.

On the Basic Internet Setup form tab, "Basic Internet Setup -
Mail" on page 27, you set the total number of outbound mail and
news sessions at Max outgoing mail.

The inbound group consists of inbound mail and news plus
directory and web client connections. The second Total line
refers only to inbound protocols.

On the Basic Internet Setup form tab,"Basic Internet Setup -
Service" on page 35, you set the total number of inbound
sessions at Internet sessions.

Internet connection This light is green when you are
connected to the Internet, black when
not.

Last Reset The last time the Internet Monitor was
reset.
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Vers

Status

Active connections

Peak

Hits/Items

Transferred

Reset

Monitoring your system

The Internet Services version currently
active.

This light is green when the protocol is
enabled, yellow if enabled but
temporarily unavailable, and black if
disabled.

The current number of active
connections for this protocol.

These are the LED lights to the right of
the Totals bars on the Total lines.

Lights are black if none of the protocols
in the group are enabled and green if at
least one protocol in the group is
enabled and there is no overload
condition.

Lights are yellow if the number of
current active connections reaches or
exceeds 66% of the total connections
you have defined for the group. If the
LED is yellow consider adding sessions.

Lights are red if the number of current
active sessions reaches 100% of the
total connections you have defined for
the group. If the LED is red this means
service was denied, and you should add
sessions if memory allows.

Lights will stay yellow or red until you
click Reset or restart Internet Services.

The total number of connections since
you last clicked Reset.

The amount of data, in kilobytes,
transferred using this protocol since
you last clicked Reset.

Resets the date and time, clears the
Hits/Items, and Transferred sections.

Monitor totals and Peak lights will reset
when you restart Internet Services.
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Get Config

Flush Cache

Forces Internet Services to reread its
config forms, located in the Internet
Services folder, except for the
HeaderMatch document and Alias
document.

Flushes HTTP cache.

Empties static content from the HTTP
cache. The HTTP cache should be
flushed when you change static content
on your web site or when you edit
templates.

If peak usage occurs, either increase the number of available
sessions (this will increase the amount of memory used) or
disable low priority protocols within the group.
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Managing system security

Your FirstClass Internet Services is already very secure.
However, since your system communicates with the Internet,
and therefore, communicates with systems outside of your own,
we encourage you to take extra steps to increase security. For
information on FirstClass server security, see FirstClass 7
Administrator’s Guide.

In this chapter, we discuss unwanted email and SPAM, the
Internet Services Filters folder, and creating security certificates
using the Secure Socket Layer (SSL) protocol.

Controlling unsolicited email and SPAM 19

Unsolicited email (UCE and SPAM) is a big problem on the
Internet. People who generate unwanted traffic are able to do so
because many SMTP servers are incorrectly configured. This
allows SPAMmers to "bounce" or relay SPAM email off of their
system. As a result, efforts to track these SPAMmers are often
unsuccessful as they move on to other unprotected web servers.

If your system is used to relay SPAM email, you can expect to
experience any of the following activities:

* high load on your server as these unwanted messages are
processed

» damage to your organization's reputation as questionable
material is seen emanating from your site

 reduction or denial of your Internet Services as Internet
Service Providers (ISPs) and other Internet organizations
begin to recognize you as a SPAMmer.

Internet Services provides many features to help you reduce
SPAM on your system. These features are controlled using the
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Basic Internet Setup form > UCE/Spam tab and the Internet
Services > Filters folder, which are both located on the
administrator’s Desktop. For further discussion of the UCE/
Spam tab, see "Basic Internet Setup - UCE/Spam" on page 32.
For a description of Basic Internet Setup form fields, see our
online forms help.

Using the Filters folder for system security

The Filters folder, located inside the Internet Services folder on
the administrator’s Desktop, in conjunction with the options on
the Basic Internet Setup form, plays an important role in
securing your FirstClass system. The Filters folder holds files or
documents containing email addresses, domain names of
individuals, or sites from which you want to restrict email. These
files can be either FirstClass documents or uploaded text files.
For information on uploaded files, see our online help.

When Internet Services is started, the files in the Filters folder
are used to create:

* atable of SPAM addresses, domain names, and email
addresses

 a table of "trusted" addresses, domain names, and email
addresses.

Filter documents

182

There are general rules you must follow when setting filters for
email, IP addresses, and IP masks or domain names in your filter
documents.

Note A mask is a filter that selectively includes or
excludes certain values.

These rules are separated into:
« rules for general headers on email

» rules for Internet addresses.
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Rules for general
headers

Rules for Internet
addresses

Filter document syntax
and examples

Email headers follow these rules:

Managing system security

if a mail item has any priority set, obey the setting and do not
mark as junk (it may already be marked as such)

if a message has no messagelD, mark it as junk

If a message only has "Bcc" recipients, mark it as junk

If a message has one of the following X-Mailers, mark it as
junk:

» Extractor

* Floodgate

e Group Mail

* Millennium Mailer
* AutoMail.

On Internet addresses, follow these general rules for marking
addresses as junk:

if the From address has no "@" sign 1 9
if the From address is in the filters list

if the From domain name is "numeric.com"

Numeric can be on or more number ranging from 0 -9
inclusive, for example 12345.com.

if the From address matches the To address

if To is Friend@public.com.

In a filter document, a plus sign (+) can be placed before a user
address or domain name to indicate that the user or domain is
trusted even if it falls within a filtered group. A plus sign (+) on
an IP mask will allow email relaying for those specific sites even
if you have disallowed relaying. For information on setting relay
options, see "Basic Internet Setup - UCE/Spam" on page 32.

A filter document can contain the following types of entries:

this character is used as a comment
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111.222.333.444

111.%.%.*

spamdomain.com

user1@piratedomai
n.com

+111.111.111.111

+happyplace.com

+goodguy@spamdo
main.com

This entry blocks this IP address.

This entry blocks every IP address in this
mask (every IP address starting with
111).

This entry blocks this domain name.

This entry blocks this email address.

The plus sign (+) prefix in this entry
makes this IP address trusted. Email
from this IP address will not be marked
as junk or rejected; relaying is allowed.

You cannot use wildcards for trusted IP
ranges; you must add them individually.

The plus sign (+) prefix in this entry
makes this domain trusted. Email from
this domain name will not be marked as
junk. There is no relaying, as only IP
masks have this effect.

This entry overrides earlier
spamdomain.com block. There is no
relaying effect.

Ways to secure your system from unauthorized relaying

There are many ways you can use the UCE/Spam tab, see "Basic
Internet Setup - UCE/Spam" on page 32, in combination with

filter documents to help you secure your site from unauthorized
message relaying. Here are three examples that should work for

most sites:

Example 1

This method is simple and reliable.

On the UCE/Spam tab, select Do not relay messages. This
method works for every site that doesn't need to relay mail.
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Example 2

Example 3

Managing system security

This method is also simple and provides only a slight risk of
SPAM getting through. On the UCE/Spam tab:

1. Select Relay messages from domains served by this system.

2. Select Reject based on domain name.

3. Set DBG_SMTPCon = 1 debugging in the Inetsvcs.cf file.

For information on the Inetsvcs.cf file, see Routine
administration in our online help.

This method allows you to relay messages safely and will
only let through messages from a site that claims to be your
domain name. However, this situation is usually avoided
using the reverse DNS option on the HTTP tab on the
Advanced Web & FTP form. For information, see "Advanced
Web & FTP - HTTP" on page 59. If unwanted messages do
filter into your site, the Internet Services console will log
entries that read "spammer.com claims to be this
domain.com".

19

This method is a little more work but effective. On the UCE/
Spam tab:

1. Select Do not relay messages.
2. Select Reject based on junk mail list.

3. Add the IP masks as trusted IP addresses of your local POP3
users in one of the SPAM filter files, as well as any SMTPs
for which you want to relay.

This method allows only those users at the IP addresses
specified, to relay from your site. This will stop all unauthorized
relaying through your system.

Creating Internet security certificates

Certificates are a way of securing the transmission of private
documents on the Internet using the Secure Socket Layer (SSL)
protocol. The SSL Certificates folder is located in the Internet
Services folder on the administrator’s Desktop.

FirstClass 7 Internet Services Administrator's Guide 185



SSL protocol overview

SSL Certificates folder

& Internet Services

File Edit Format Message Collaborate Wiew Admin  Help

12 2 + i
=2 C' i &@r p
£ Folder 11 Files 6 Folders  Husky Planes.com : Administrator A Fl
v Vv v v @ ¥ © "
WA FTP Java Fiters  EENE egikin - Internet Mantor

L Lo Ead
4 4 W
Advanced Mail Andvanced Mews Advanced VWeh & FTP
Lo L 4
4 4 o
Advanced Directory Advanced DMNS Multiple Sites & Languages

Lo 4
4 4

Global Site Preferences Headerhztch k

Aliazes

1 tem selected.

This chapter takes you through the process of generating your
certificate request, sending the request to a certificate authority
and, finally, creating the security certificate document for your
system.

SSL protocol overview

The primary goal of the SSL protocol is to provide privacy and
reliability between two communicating applications. The SSL
protocol uses certificates to create a private key to encrypt data
that is transferred over the SSL connection. At the lowest level
of this protocol is the SSL Record Protocol. This protocol is
layered on top of a reliable transport protocol, for example TCP/
IP.

The SSL Record Protocol is used to encapsulate various higher-
level protocols. One such encapsulated protocol, the SSL
Handshake Protocol, allows the server and client to authenticate
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each other and to negotiate an encryption algorithm and
cryptographic keys before the application protocol transmits or
receives its first byte of data. Encryption is used after an initial
handshake to define a secret key.

One advantage of SSL is that it is application protocol
independent. This means a higher-level protocol can layer on
top of the SSL Protocol transparently.

Both Netscape Navigator and Internet Explorer support SSL, and
many web sites use the protocol to obtain confidential user
information, such as credit card numbers. By convention, Web
pages that require an SSL protocol connection start with HTTPS,
instead of HTTP (see Chapter 9, “Using the Multiple Sites &
Languages form”), and will have a browser lock(s) on the
bottom of the secured web page:

|

—
https:#thuskyplanes.comicatalogueiresales) | (S,)4 Intemet

SSL supportin Internet Services 19

Internet Services supports the Secure Socket Layer standard as a
method of providing secure communication over the HTTP
protocol. Internet Services supports SSLv2, SSLv3, and TLSv1
and both strong and weak (export) encryption levels. Internet
Services does not support the use of IDEA encryption algorithms
in SSL.

Creating a security certificate for your system
To create a security certificate for your FirstClass system:

1. Shut down FirstClass server.
or

Create a blank or a dummy post office on a separate
machine.

2. Start FirstClass Tools.

3. Select Configure > Make Certificate Package.
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4. Enter a password:

m; Gep Password

Get Password

Type Password: Haxsx

Retype Passweord, [

Cancel | ak |

Note You can choose any alphanumeric password you
wish. Record this password in a secure place, as you
will need to use it later.

5. Click OK.
You now have to fill out a request form.
6. Complete the Certificate Request Information form.

Note You must fill in every field on the Certificates form.

Certificate Request Information
form

m; Certificate Request Information

Please fill out all the fields belowy. Thiz is the information that will be incorporated
into your certificate request. Al fields are reguired.

R

Courtty natme (bwo letter code): CA
State or province (full name): ortarion
Locality name (for example, city): Tararto
Crganization name [ for example, company): Husky Planes
Organization unit name (for example, section): Sales
Domain name: ey huskyplanes.com

E-mail acdress: adminis{ra{or@huskyplanes.c:om|

Cancel | ak |

Countryname  The name of your country. For example, CA
for Canada.
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State or
province name

Locality name
Organization
name

Organization
unit name

Domain name

Email address

Managing system security

The full name of your state or province. For
example, Ontario.

The full name of your city. For example,
Markham.

The full name of your organization. For
example, Husky Planes Inc.

The full name of the department or area in
your organization for the web site. For
example, Sales, Engineering, or Marketing.

If your web site is for your entire company,
repeat the company name in this field.

Web site domain name. For example,
www.huskyplanes.com.

Web site email address. For example,
sales@huskyplanes.com.

After you have completed the form, press OK and follow the 1 9

instructions.

7. Move the mouse over the screen to generate random data.

Note Moving the mouse over the screen generates
random information needed to generate the
certificate.
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Information that represents both an RSA private key and the
certificate request is gathered, and text-like output is displayed
to this form:

w; Certificate Request Generation

Please copy the data out of the fields below . The top field iz the key and the battom
field is the request.

me-BEGIN RSA PRIVATE KEY w-nn
:MIIC}{QIEIAAKEIgQC.fLIdanEWIN\lH4qIT3+tUmRiAWt+z+DVKUyhmd59waHORnueBz
0 IHzuMoSaz GRAGwzh TREdeOkESA/ZUg+LI32CaTEaFL Sy K Br A TyjxRT1 d0x
}JbthEuIlquS){SRIJFKW\'Lyr}(QmeGrZDEI.I’YAGZFBHWLQH “oilkjht] dAGIDAGAE
A0GBAKFora X s YyROSHY T4TDbe THDWHYICGITTS Ny sROada Y mILSEyy Aok Sy
énsoyCqHanIuiarszLantzq}{I—ﬂDojovBNtzgHQ45uREvj}{MAHgVY1 w1 HGEBot
anInbgIdthTKWH4\-’\l"I'82kchaamNPN+MWFVc:aqNSIJUMAEIAkEASIHSDTMSny
GoTahAbLIZArhEY xS WihEh1 DZoQ3451 I11d25LWESCnaNekeOcags 8y 2nod

MIBSCCALUSC AL vwgallxCz A By VBAY T AKNBMREwDw 'y DV QGIEwhPhnRhomlviE
(8]

h 24521 UEBxMHY GOy h25 0hzEYMBEMGA 1 UIEChMMSHY za3kgUGxhbm®y zhGdw DAY
DGl

By T WIczEChBOGA T UEAMTASHd530Lmh c2tSeGxhbmy zLmMvh TESMCoGC S G5
3

DREJARY dyYWRtayWSpc 3Ry Y WRyckBodXNre XB= Y WWiSlcy Sjb 20wg Z8wDiEy JKoZlhech

8. Copy both sections of the above information to a text file.

9. Shut down FirstClass Tools and start your FirstClass server.

If you are using a blank or dummy post office on a separate
machine, use this server, not your live server.

10. Open the Internet Services/Certificates folder, on the
administrator’s Desktop, and create a new FirstClass
document.

11

Paste the first section of the text from Step 8 (starting with
----BEGIN RSA PRIVATE KEY ----) into the document you
created in the Certificates folder in Step 10.

12. Close the document and name it something meaningful
ending with one of the following extensions: .cert, .crt, or
.pem.

13. Choose a certificate authority, for example, VeriSign.

14. Request an SSL certificate on your certificate authority’s
web site and, when prompted, paste the second section of
the text from Step 7 (starting with ----BEGIN CERTIFICATE
REQUEST----) into the text field provided.
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To see a list of certificate authorities in the Netscape
browser:

Note Third-party vendors issue security certificates for a
small fee.

a) Select Communicator > Tools >Security Info, while in
the browser.

b) Click Signers, located on the Certificates window.

To see a list of certificate authorities in the Microsoft
Internet Explorer browser:

a) Select Tools > Internet Options.
b) Click Certificates on the Content tab.

¢) Click the Trusted Root Certification Authorities tab.

A certificate will be emailed back to you, containing this
information:

----- BEGIN CERTIFICATE-----

MIICaDCCARICEGxWiHT imteVvR Y hrEwuziEwD @k oZ IhvcNAQEER QAwgak:FiaAl 1 9
BgNYBAcTDYZlcmiTaw dul CBIbmMxRzBFEQNYBASTPNd3dy 522 X]pcZinbiSjbZ0y
crn¥wb3NpdG9yeS9UZXNOGIBTIE Y29y cC4ggnkglmy mLiBMaW FiLIBMYEQuUMUYw
RATDVQOLEZLGh3 gV miyaVNpZ24 07X 0aGavaXplZ CBOZXN0aWSnIGIubHKuIESY
IGFzc3Vy Y WEIZXMgKEMpYIMx OTk3MB4=DTAxMDMwHIAwWMD AwMFoXDTAxMDMyMDIz
NTk1OYowgTAxCzAIBaNYEAYTAKNEMRAWDAYDYQQIEwdPbnRhcmlv MR AWDgYDYQOH
FadNy¥IraGRtMRkwFwY DY QQKFBEDZWS0crmluaXRELCBIbmMMUMRUWEw YDV QOLFAXE
ZRZIbGIwbwWyudDIxGzAZBgNVBAMUEMZ 1bGwurmx1 Z2WR 3v=ImLmNybTCBnzAMNBgkg
hkiGowOBAQEFAAOBIQAWTYkCoYEARpdDcnoR vWLE7 OATwWd+UBzB/PeoDfypyalvZd
uwgfadhFfloxPymTE397jt/SRIGpGRBUNGGza0 24/ Vhb+2p+ kFC Q45 +4 GfOST1A
eckdlvaFqLUW 7szLeDiLVS vECRy4TaMd/DEvgZ 10W pDEBLCEVYSINRQHIIz62h3T
r®2GebECAWEAATANBgkghkiGIwWOBAQQFAANBAES MdLYHXERQIDEsdwy11XaWx2 g
YEyDURIdEYNTIXDKqUUwe2 2cW AETUWDpojBoS0dPocQuLlyIq+MjCARUZgxgM=

----- EMD CERTIFICATE-----

Paste the above text (starting with ----BEGIN CERTIFICATE-
--- and ending with ----END CERTIFICATE---- ) above the
text in the document you created in Step 10.

15. Enter this line between the two paragraphs in the document:
password: <password here>

where <password here> should be replaced with the
password you entered in step 4.

This is what your document should look like.
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Completed certificate document

----- BEGIN CERTIFICATE-----
MIICaDCCARICEGxWIHZimtaVvRYhrSwuzjEwDQYIKoZIhveMAQEERQAwgakxFial
BgNVYEACTDY ZlcmiTawduLCBIbmMxRzEFEQNYEASTPNd3dyS2Z2XIpczinbisjbz oy
cmywb3NpdGoyeSoUZXNOQ1BTIEIUTZ9yeCagQnkgUnmymLIBMan FILIBMYEQUMUIT W
RAYDVQOLEz1GhAIgYmy yaNpZ24g Xy DaGayaXplZ CBOZ XN0awW SnIGIubHkuIESy
IGFze3W Y TWSIZXMOKEMPYIMxOTk3MBE XD TAXMD MmN AwWMDAWMFoX DTAxMDMyMDIz
NTk1OVaowgtAxCzAIBgNYBAYTAKNBMR AwDgYDYQQIEwdPbnR hemlvMRAWDGYDYOOH
FadMvXIraGRtMRkwFwYDVQQKFBBDZWS0crmluaxRSLCBIbmMMUMRUWEWTDWQQLFAXE
ZRZIbGIwbW Y udDIxGzAZBgNYBAMUEMZ b Gwuymx12WR3YXImLmMNvbTCEBnzANBgkg
hkiGIwiBAQEFAADBIQAWGTKCOTEApdOCnoRyYLE70ATWd+UBZE/FeoDfyprelvZd
ugfadhFfkxPyrmTES97 i/ SRIGpGHBUNGE Ggzg 024/ M hb +2p+kFC Q4 S +4GHO05Y1A
eok4lvaFqLUW 7szLeDjLYSy6CRy4TaMd/DSvqZ 10WpDEBLCEVYSINRQHIIz620 3T
FX2GebECAWEAATANB gkahkiGIwIBAQQFAANBAES mdLYHxSROIDEsdyy1lXax2W g
YEyDURIdEYN7I=DKqUUweZ22cV AETUWDpojBoS0dPcQuLyIg+MjCARUZg=gM=

----- EMD CERTIFICATE-----

password: < password here>

----- BEGIN REA PRIVATE KEYT-----
MIICKQIBAAKBIQDN+yG3aucs QhmulRa +nBs/Uivr7edos7ewhIIEOt00FcJuR Q20
QYMEUZLEHpFONfrdyH1/6F8b3FEEThSWHTtUQo TV ainmuMpROGY K 1FML3Bp/hOZ3
QoEnPmvekPpHx XQDmMM+5LOgtEcLQFz2GiSDN0zFI XX X SktmnUZ xASK SEGQIDAQAR
AoGBAJotsy QWuaxuhshlDClzMd X4 zNWEBOOWXOBSRauTpMLAOSSQVIhOSgXbwgSw Z
Z+07i3a83mMuCZMZ 25/ 0adiuTQOqUWPGEIShIQ S Me X xeP Ly xC1lkHeiS3K W 3rPR
clOe/FI9XMEEVO0AYZ0hForlk Ut/ /hTObMKMHPpHs 6Xrq2hNAKE AGpSTh4tjDEDG
JgMF3ZPWIl/EewHIBKOVDALYdSZ28YvIfGDb1kaEvHpDMhZLxHICHMCniGxikted
TZpQyvmSywlBACDKCCgzZttWRkqoxAI27kTNNpQCOObbHGIN /e +HwoHge QW ydnr
fAlflgmSmBrxRog+ZLERRZfBABiIHstelicC QA SSvOLFD Y E1jc] 0 RgedtUECSSUCT
wUBSETMK gfHdWuUYEbrqNC Zek hDMEATFISm2 VR CiUME 9170 8021w 3608 C QT Qi
KyMRNW 2227 gArLS1MNIEVFWUbajkdadQTMunz OHKUywWobkxDMHrLLZ K4/ mpf<mj?
TOP4qScRNWS7q6Py a7cCQQDnoarugOUDMSgipZte0Ppflewi 3cR+Ti 400521 Mb2
2D+ Y Ohu7DPas36 9w 7 RIvifSUonz9I0igaKdoXBlOy 7w

----- EMND RSA PRIVATE KEY-----

16. Open the Multiple Sites & Languages form and enter the

certificate name (from Step 12) in Certificate field.

Change SSL Status to either Enabled or Required. Enabled
will instruct Internet Services to accept both secure and
unsecure connections for the web site. Required will only
accept secure connections:

Note If you want to support SSL in a multi-site setup, you
must purchase separate security certificates and
pick unassigned port numbers (except for port 443
that is the default port) for each site.
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0’ Multiple Sites & Languages

Uze this form to specify all the web sites yvou wish to be served by this 15, vou must prowide an alias for each site. Additionally, if S5L is to be
enabled or required for a site, you must provide a valid S5L Cedificate N%e for that site.

The defaultvalues forthe HTTF and HTTPS ports can be found on the Ad¥anced Web & FTF form. If ywou specifiy an oweride port for a site A Site
running both HTTP and HTTFS, then that port will be used for HTTPS and HTTP will use the default port. Therefore, if yvou wizsh to overide

both the HTTP and HTTPS port for the site, wou will need to use bwo entries. Remove Si‘teé
wieh site alias IP address Domain names Languages Port: S5L Status: S5L Cerificate MName:
Canada 192.168.000.000 ey huskyplanes .com en,fr Default  #|+| |Ensbled LI HP cert |

19

17. Restart Internet Services.

Your Internet Services console should include a line that
reads "Initialized 1 HTTPS listeners".

Note When you enable HTTPS, the SSL connection is in
use. This means extended server-side include
(XSSI) variables that describe the connection
become available (are set) and can be used in XSSI
scripts. Internet Services supports all industry
standard XSSI variables, with the exception of
SSL._ VERSION_INTERFACE. For a full listing of the
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variables used in Internet Services, see our online
help.
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